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Nostr Protocol: Comprehensive Summary and Game Theory Analysis
1. Summary of the Nostr Protocol

Nostr (Notes and Other Stuff Transmitted by Relays) is a decentralized, censorship-resistant
network protocol for social media and beyond. Its core philosophy is simplicity and
decentralization, avoiding complex peer-to-peer networking or a global consensus
mechanism.

1.1 Core Components

Nostr Ecosystem

WebSocket—» Relay 1 ——Store & Forward
Users Clients
——WebSocket—» Relay 2 ——Store & Forward—» Other Clients
Keypair: npub/nsec Web/Mobile/Desktop Y W :
WebSocket—» Relay 3 ——Store & Forward

« Users: Each user has a cryptographic keypair. Their identity is their public key (npub), and
their private key (nsec) is used for signing.

+ Clients: Software (web, mobile, desktop) that users interact with. Clients create, sign, and
validate events. They fetch data from and publish data to relays.

+ Relays: Simple servers that receive, store, and distribute events. Anyone can run a relay.
Clients typically connect to multiple relays for redundancy.

1.2 Core Mechanics (NIP-01)

The only data structure is the event, a signed JSON object containing:
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Event Kinds:

Regular (1000 < n<10000, 4 < n<45,n=1,2): Stored by relays

Replaceable (10000 < n < 20000, n=0,3): Only latest per pubkey+kind stored
Ephemeral (20000 < n <30000): Not stored

Addressable (30000 < n <40000): Only latest per kind+pubkey+d-tag stored

Communication: Clients and relays communicate via WebSockets using JSON arrays:



- Client—Relay: ["EVENT", ...], ["REQ", ...], ["CLOSE", ...]
- Relay—Client: ["EVENT", ...], ["OK", ...], ["EOSE", ...], ["CLOSED", ...], ["NOTICE", ...]

1.3 Key Capabilities by Category



Key Capabilities by
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Communication

NIP-10 threads
NIP-17 private DMs
NIP-23 articles
NIP-92 media

Purpose: Notes, articles,
messaging

Social

NIP-02 follows
NIP-05 DNS
NIP-25 reactions
NIP-18 reposts

Purpose: Identity and
interactions

Groups

NIP-29 relay groups
NIP-28 public chat
NIP-7D forums

Purpose: Community
spaces

Moderation

NIP-32 labeling
NIP-51 lists
NIP-56 reporting
NIP-13 PoW

Purpose: Content
management

Relays

NIP-11 info
NIP-42 auth
NIP-65 relay lists
NIP-77 negentropy

Purpose: Infrastructure

Payments

NIP-57 zaps
NIP-47 NWC
NIP-60/61 Cashu

Purpose: Monetization

Third Parties

NIP-59 gift wrap
NIP-46 remote signing
NIP-90 DVM

Purpose: Delegation

Applications

NIP-52 calendar
NIP-53 live
NIP-34 git
NIP-54 wiki

Purpose: App-specific




NIP-44 encryption
NIP-49 key encryption > Purpose: Key handling
NIP-62 vanish

A

Security

NIP-07 browser
Developers > NIP-55 Android
NIP-89 handlers

Purpose: Integration

A

2. Complete Game Theory Analysis of Nostr

Game theory studies strategic interactions between rational actors. Nostr's design creates a
multi-sided ecosystem with distinct incentives for Users, Client Developers, Relay Operators,
and Adversaries.

Game-Theoretic Actors

Users

Client Developers —\

Ecosystem Overall Equilibrium

Relay Operators —/

Adversaries

2.1 Users



User Incentives

Censorship Resistance

Data Portability

Direct Monetization

Distribute across relays

Portable identity

Lightning Zaps

Incentive: Censorship

User Incentives and
Game Outcomes

Resistance &
Sovereignty

Incentive: Data

Strategy: Distribute
social graph and
content across many
independent relays

Game Outcome:
Creates Nash
Equilibrium favoring
decentralized protocols
over centralized
platforms

Portability & Low
Switching Costs

Incentive: Direct

Strategy: Identity and

social connections are

portable NIP-02 follow
lists

Game Outcome: Forces
clients/relays to
compete on quality;
bad behavior leads to
user exodus

Monetization Zaps

Strategy: Receive
micropayments via
Lightning Zaps NIP-57

Game Outcome:
Positive-sum game
aligning content quality
with direct rewards

Incentive: Spam & Sybil
Attacks Disincentive

Strategy: Proof-of-Work
NIP-13, Costly
Signaling, Payment
Requirements NIP-11

Game Outcome: Makes
spam economically
irrational

2.2 Client Developers




Client Developer

Lin nEiviac A Cana

Incentive: Innovation &
Market Competition

Strategy: Build unique
features without
building network from
scratch

Game Outcome: Vibrant
ecosystem akin to
email clients; no vendor
lock-in

Incentive:
Interoperability

Strategy: Implement
standard NIPs for
network effects

Game Outcome:
Cooperative equilibrium
on shared open protocol

2.3 Relay Operators




Relay Operator

Strategies

Paid API/Subscription

Economic Sustainability

Value-Added Services

Altruism/Public Good

Reputation & Popularity

Fast, reliable service

\ 4

Authentication

Legal & Moderation
Burden

Delegated Moderation

Evasive Moderation




Relay Operator

Lin nEihviac o Cana

Incentive: Economic
Sustainability

Strategy: Paid
API/Subscription NIP-11,
-47, Value-Added
Services,
Altruism/Public Good

Game Outcome: Mix of
paid and free relays
creates resilient
infrastructure

Incentive: Reputation &
Popularity

Strategy: Fast, reliable,
well-curated relays
attract users

Game Outcome:
Operators incentivized
to provide good service

Incentive: Legal &
Moderation Burden
Disincentive

Strategy:
Authentication NIP-42,
Delegated Moderation

NIP-32, -56, Evasive
Moderation NIP-17, -EE

Game Outcome: Market
for relays with different
moderation styles

2.4 Adversaries (Censors, Spammers, Attackers)




Adversary Attack

\ L + A

Censorship

Countermeasure:
Decentralization

Mechanism: Multiple
relays, portable identity

Spam

Sybil

Countermeasure: PoW
NIP-13

Mechanism:
Computational cost

Countermeasure:
Reputation

Mechanism: Long-lived
keys become valuable

DoS

Countermeasure: Rate
limiting

Mechanism: Relay
policies NIP-11

Metadata analysis

Countermeasure: Gift
wrap NIP-59

Key compromise

Mechanism: Encrypted
routing

Countermeasure: NIP-49

Mechanism: Password-
encrypted keys

2.5 Protocol-Level Game Mechanics




Protocol-Level Game

~—

Mechan/

Outbox Model
NIP-65

Proof-of-Work
NIP-13

Efficient routing
Reduces relay load
Incentivizes relay quality

Zap Splits
NIP-57 Appendix G

Makes spam
economically irrational
Creates verifiable
commitment

Collaborative content
monetization
Aligns incentives

NIP-29 Groups

Exit-based governance
Community can fork

Negentropy Syncing
NIP-77

Reduces bandwidth
costs
Efficient relay-to-relay
sync

HyperLogLog Counts
NIP-45

Reduces compute costs
Cross-relay aggregation




+ The Outbox Model (NIP-65): Users publish relay lists; clients query author's write relays.
Creates efficient routing, reduces relay load, incentivizes relay quality.

* Proof-of-Work as Costly Signaling: Nonce mining for event IDs with leading zeros. Makes
spam economically irrational; creates verifiable commitment.

« Zap Splits (NIP-57 Appendix G): Multiple recipients with weights. Enables collaborative
content monetization; aligns incentives.

* NIP-29 Groups: Forking as Feature: Same group ID on different relays with different rules.
Exit-based governance; community can fork if disagreeing.

* Negentropy Syncing (NIP-77): Set reconciliation without full download. Reduces
bandwidth costs; enables efficient relay-to-relay sync.

* HyperLogLog Counts (NIP-45): Probabilistic counting with mergeable sketches. Reduces
compute costs; enables cross-relay aggregation.

2.6 Trust & Reputation Mechanisms

Trust & Reputation

Web of Trust NIP-05 DNS Badges
NIP-85 Verification NIP-58
A A
. , ) Non-transferable
Trusted Assertions Identity anchoring )
reputation




Trust & Reputation
Mechanisms and Game

Mechanism: Web of
Trust NIP-85

Function: Trusted
Assertions computed by
third parties

Mechanism: NIP-05 DNS
Verification

Game Effect: Enables
reputation without
central authority; users
choose providers

Function: Maps public
keys to domain names

Game Effect: Provides
optional identity
anchoring; not
verification but
identification

Mechanism: Badges NIP-
58

Function: Issuer awards

badges; user chooses
to display

Game Effect: Creates
non-transferable
reputation signals

2.7 Overall Game-Theoretic Equilibrium

Nostr is designed as a cooperative, positive-sum game for honest participants:

Overall Game-Theoretic

Ceraaililnvivima

Actor: Users

Dominant Strategy:
Decentralize
identity/data

Result: Censorship
resistance

Actor: Developers

Dominant Strategy:
Build interoperable
clients

Result: Innovation +
network effects

Actor: Relays

Actor: Creators

Dominant Strategy:
Compete on
quality/policy

Result: Sustainable
diverse infrastructure

Dominant Strategy:
Produce quality content

Result: Direct
monetization

Asymmetric costs for adversaries:




+ Spammers face PoW/payment requirements
+ Censors face distributed network
+ Attackers face cryptographic barriers

Key Insight: Separation of concerns (identity, client, data storage) prevents any single party
from monopolizing control, forcing all actors to compete on a level playing field defined by
open protocols. The protocol's extensibility (NIPs) allows continuous adaptation to new
threats and opportunities.

3. Conclusion

Nostr's game-theoretic design creates a self-reinforcing ecosystem where:

Developers gain
competitive market

Relay operators gain
monetization paths

Self-Reinforcing
Ecosystem

| Ecosystem Growth

Users gain sovereignty \

and portability

Network Effects

Adversaries face
escalating costs

1. Users gain sovereignty and portability
2. Developers gain a competitive market for innovation
3. Relay operators gain diverse monetization paths

4. Adversaries face escalating costs

The protocol's simplicity (just events and relays) belies its sophisticated incentive
architecture. By separating identity, data storage, and presentation, Nostr creates a multi-
polar market where no single entity can dominate, and all participants must continuously
earn their position through quality, reliability, and alignment with user preferences.
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Foreword

Nostr (Notes and Other Stuff Transmitted by Relays) is not merely a protocol. It is an
economic experiment at global scale. When the first relay came online in 2022, it carried with
it a radical proposition: that a social network could exist without a company, without a
central server, and without a business model that extracts value from its users. Instead, it
would rely on cryptographic keys, volunteer-operated relays, and native micropayments to
create a self-sustaining ecosystem of creators, consumers, and infrastructure providers.

This book is the result of an extensive research effort to understand that experiment through
the lens of economics. We have drawn from:

+ The foundational Nostr Protocol Game Theory Analysis, which maps the strategic
incentives of users, client developers, relay operators, and adversaries

« The Empirical Analysis of the Nostr Social Network by Wei and Tyson (2024), which
provides the first large-scale measurement of decentralization, availability, and replication
overhead across 17.8 million posts, 1.5 million users, and 712 relays

+ The Nostr Book of NIPs, compiled by Adam Shannon, which documents the protocol's
extensible design

+ The Introduction to Nostr Slides by Giovanni Moretti, which provides a practitioner's view
of identity, relays, and Lightning integration

+ The Code Reading Principles, which guide our analysis of protocol mechanisms as

economic mechanisms

What emerges is a picture of a protocol that is not just technically decentralized but
economically decentralized. Nostr's design creates a multi-polar market where no single
entity can dominate, where all participants must continuously earn their position through
quality, reliability, and alignment with user preferences, and where the separation of
identity, data storage, and presentation prevents any single party from monopolizing
control.

The economic questions this book addresses are not abstract. They are the questions that
will determine whether Nostr thrives or fails:



+ Can relay operators sustain themselves without extracting rents from users?

+ Do zaps create a positive-sum economy for creators and consumers?

+ Does the replication strategy that enables censorship resistance impose unsustainable
costs?

+ Can the protocol resist the tendencies toward centralization and monopoly that have
captured every previous social network?

+ How do users behave when they bear the full cost of their decisions, from key
management to relay selection?

This book is organized around ten economic frameworks, each applied to the unique
architecture of Nostr. We have chosen this approach because Nostr is not just a new
protocol. It is a new economic system, and understanding it requires the tools of mechanism
design, public goods theory, transaction cost economics, and behavioral economics.

We have also chosen to present this analysis using structured lists, Mermaid charts, and
tables because these formats mirror Nostr's own design philosophy: simple, composable,
and transparent. Just as Nostr's events are simple JSON objects that can be composed into
complex social structures, these formats allow us to compose simple ideas into complex
economic analysis.

We invite you to read this book not as a static document but as a living analysis. Nostr is
evolving rapidly. The NIPs are being written, revised, and deprecated in real time. The
empirical data is a snapshot of a network in motion. The economic dynamics we describe
are not fixed laws but tendencies that will be shaped by the choices of developers, relay
operators, and users.

What remains constant is the core insight: Nostr is an economic system disguised as a
protocol. To understand it, you must understand the incentives it creates, the externalities it
generates, and the equilibria it tends toward. That is the purpose of this book.
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1. Mechanism Design Analysis: How Protocol Rules Act as Economic Mechanisms

Mechanism Design
Framework

/-> Private Incentives Yes—» Mechanism Works

Protocol Rules

\» Public Goals No—  Mechanism Fails

1.1 Introduction to Mechanism Design

The Revelation Principle and Nostr

Incentive Compatibility in Decentralized Protocols

The Mechanism Designer's Problem: No Central Designer

1.2 NIP-11 as an Economic Mechanism

Relay Information Document as Price Signal

Paid Relays: Admission Fees, Subscriptions, Publication Fees
The Pay-to-Relay Mechanism: Aligning Relay Sustainability with User Quality
1.3 Proof-of-Work (NIP-13) as a Costly Signaling Mechanism
Computational Cost as Spam Deterrence

Difficulty Commitment: Protecting Against Lucky Spammers
Delegated Proof-of-Work: Outsourcing the Cost
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Aligning Incentives in Collaborative Content

The Mechanism Design of Multi-Author Monetization



* 1.5 The Outbox Model (NIP-65) as a Routing Mechanism

+ Relay List Publication as Mechanism

* Incentivizing Relay Quality Through Discovery

+ The Economics of Read/Write Relay Selection

+ 1.6 Case Study: The NIP-11 Paid Relay Mechanism in Practice

2. Public Goods Economics: Relay Hosting as a Non-Excludable, Non-Rivalrous Good

Public Goods Framework

/ Yes——» Everyone Benefits \

Non-Excludable?

Relay Hosting Free-Rider Problem Underprovision

One Person's Use /
Yes—» Doesn't Diminish

Another's

Non-Rivalrous?

+ 2.1 Defining Public Goods in the Nostr Context

+ Non-Excludability: Open Access to Relays

+ Non-Rivalry: Shared Storage and Bandwidth

*+ The Public Good Nature of Censorship Resistance

+ 2.2 The Free-Rider Problem

+ Users Who Benefit Without Paying

+ Relay Operators Who Bear Costs Without Compensation
+ The 95% Problem: Free Relays Cannot Cover Costs

+ 2.3 Voluntary Contribution Models

+ Zaps as Voluntary Contributions to Relay Operators

+ The 64% of Relays Receiving No Zaps

+ Altruism as a Funding Mechanism

+ 2.4 Club Goods: Paid Relays as Excludable Alternatives

+ Subscription Models and Access Control

+ The Economics of Excludability in a Censorship-Resistant Network
+ Trade-offs: Sustainability vs. Openness

+ 2.5 Empirical Evidence from the Nostr Dataset

+ 712 Relays: 625 Free, 87 Paid

+ 132 Dead Relays: The Consequence of Underprovision



20% of Relays with >40% Downtime
+ 2.6 Solutions: Mechanism Design for Public Goods Provision
+ Micropayments and Tokenization
+ Value-Added Services as a Funding Model
+ The Role of Donations and Community Support

Part Il: Market Dynamics

3. Tokenomics & Micro-Economy Analysis: Modeling Lightning Zap Dynamics

Zap Economy

s
/. Creator ——Zap Receipt—» Relays =~ ——Social Proof
—

User ——Lightning—»  Wallet = ——Instant Settlement Other Users

More Zaps:

+ 3.1 Introduction to Nostr's Micro-Economy

+ Lightning Network as the Payment Layer

+ Satoshis as the Unit of Account

+ Zaps as the Native Monetization Primitive

+ 3.2 The Mechanics of Zaps (NIP-57)

+ Zap Request Event (Kind 9734)

* Zap Receipt Event (Kind 9735)

+ LNURL Integration and Callback URLs

+ 3.3 Velocity of Money in the Nostr Economy

+ Total Zap Transactions: 252,905

+ Total Zap Amount: 305,427,302 Satoshis (137,000)- AverageZapSize : 1,207Satoshis( 855}
~—Psychotogyof SmattPayments
—~——90thPercentite Zap Count47tTransactions
—~—9fthPercentite ZapAmount:156,000-Satoshis{$67)

+ The Long Tail of Zap Distribution

+ 3.5 Zap Goals (NIP-75) as Crowdfunding

+ Goal Events and Progress Tracking

+ The Economics of Fundraising Without Intermediaries

+ Comparison with Traditional Crowdfunding Platforms

+ 3.6 Cashu and Nutzaps (NIP-60/61)



+ Chaumian Ecash in Nostr

+ P2PK Locked Tokens

* The Future of Private Micro-Payments

+ 3.7 Economic Modeling: The Zap Multiplier Effect

« Direct Effects: Creator Income

+ Indirect Effects: Social Proof and Discovery

+ Network Effects: More Zaps — More Content — More Zaps

4. Attention Economy Modeling: Trading User Attention Against Content Saturation

Attention Economy

Data Vending Machines
Content Saturation }—-{ User Attention Scarcity }—-{ Filtering Mechanisms }—» NIPQQO

* 4.1 The Attention Economy Framework

+ Attention as a Scarce Resource

«+ Content Saturation in Decentralized Networks

+ The Economics of Information Overload

* 4.2 Data Vending Machines (NIP-90) as Attention Filters
+ Job Requests (Kinds 5000-5999)

- Job Results (Kinds 6000-6999)

+ Job Feedback (Kind 7000)

+ The Market for Computation

+ 4.3 Search (NIP-50) as an Attention Allocation Mechanism
+ The Search Filter Field

+ Extensions: Language, Sentiment, NSFW Filtering

+ Relays as Attention Brokers

* 4.4 Web of Trust (NIP-85) as a Reputation Filter

* Trusted Assertions as Attention Signals

+ Follower Count, Rank, and Engagement Metrics

+ The Market for Trust Providers

+ 4.5 The Economics of Content Curation

+ Curated Lists (NIP-51)

- Starter Packs (Kind 39089)

+ The Value of Curation in an Abundant Content Economy
* 4.6 Behavioral Attention Models

« Attention Span and Content Format



+ The Short-Form vs. Long-Form Trade-Off

+ Video, Audio, and Text as Attention Vehicles

+ 4.7 Empirical Analysis: The Attention Distribution
+ Power Law Distribution of Engagement

* The 90-9-1 Rule in Nostr

+ Implications for Creator Monetization

5. Two-Sided Market Dynamics: Relay Operators as Platforms

Two-Sided Market

Supply— ¥

Relay Operators = ——Distribution
Matching™ | \
Content Creators \
Zaps — 5

vx Demand_ 7|  Content Consumers
Attention

+ 5.1 Introduction to Two-Sided Markets

+ Definition and Characteristics

 Network Effects on Both Sides

+ The Chicken-and-Egg Problem

+ 5.2 Relay Operators as Platform Intermediaries

+ Connecting Creators and Consumers

+ The Economics of Matching

* Pricing Strategies: Free, Paid, and Freemium

+ 5.3 Network Effects in the Nostr Ecosystem

+ Direct Network Effects: More Users — More Value

+ Indirect Network Effects: More Users — More Developers

+ Cross-Side Network Effects: More Creators — More Consumers
* 5.4 The Economics of Relay Competition

- Differentiation Strategies: Performance, Search, Reliability
+ The 178 Relays Hosting >5% of Posts

+ Market Concentration and Decentralization

- 5.5 Pricing Strategies for Relay Operators

* Free Relays: Altruism and Donations

+ Paid Relays: Admission, Subscription, Publication

+ Freemium: Basic Free, Premium Paid



+ The Mix of Paid and Free Relays
+ 5.6 Platform Governance in a Decentralized Market

+ NIP-29 Groups as Platform Governance

+ Forking as an Exit Mechanism
+ The Market for Moderation Styles
« 5.7 Empirical Analysis: Relay Economics

+ Estimated 6-Month Income vs. Operational Costs

+ The Green Line: Cost of Running a Relay

* Free Relays: 95% Cannot Cover Costs

+ Paid Relays: Most Medium of-Scale Relays Cover Costs

6. Principal-Agent Problem Analysis Pay: Agency Costs in Decentralized Networks

Principal-Agent

Framework

]

Agents: Client
Developers

Principals: Users

\

Agents: Relay Operators

+ 6.1 Introduction to Principal-Agent Theory

+ Definition of Principals and Agents

Information Asymmetry

+ Agency Costs: Monitoring, Bonding, Residual Loss

+ Information Asymmetry in Decentralized Systems

* 6.2 Users (Principals) and Client Developers (Agents)
+ The Client as an Interface to the Protocol

+ Agency Costs: Feature Misalignment, Data Collection, Update Practices

+ NIP-07 and NIP-46 as Mitigation Mechanisms
* 6.3 Users (Principals) and Relay Operators (Agents)

+ The Relay as a Storage and Distribution Agent

+ Agency Costs: Censorship, Data Loss, Performance Degradation

* NIP-11 Information Document as a Monitoring Tool

* 6.4 Third-Party Agents: Remote Signers (NIP-46) and DVMs (NIP-90)

+ Delegation of Key Management

+ Delegation of Computation

Monitoring Costs

Bonding Costs

Residual Loss




* The Principal-Agent Problem in Delegated Services

* 6.5 Mitigation Mechanisms

+ Reputation Systems: Web of Trust (NIP-85)

+ Transparency: Relay Information Documents (NIP-11)
+ Exit: The Ultimate Sanction in Decentralized Systems

+ Voice: Feedback Through Zaps and Reports
+ 6.6 Case Study: The Client Developer as Agent

+ Client Diversity as a Mitigation Strategy

+ The Threat of Client Centralization

+ NIP-89 Application Handlers as a Discovery Mechanism

*+ 6.7 Empirical Analysis: Agency Costs in Practice

* Relay Downtime as an Agency Cost

+ Client Feature Gaps as an Agency Cost

+ User Migration Patterns as a Response to Agency Costs

Part Ill: Behavioral & Externalities

7. Monopsony & Monopoly Resistance: Measuring Platform Lock-In Resistance

Monopoly Resistance

Portable Identity

v

Low Switching Costs

Multiple Relays

No Single Point of
Control

Monopoly Resistance

Open Protocols >

Permissionless
Innovation

« 7.1 Introduction to Market Power in Social Networks

+ Monopoly: Single Seller Control
+ Monopsony: Single Buyer Control

+ The Natural Tendency Toward Centralization

* 7.2 Nostr's Structural Resistance to Monopoly

+ Portable Identity: npub/nsec Keypairs

+ Multiple Relays: No Single Point of Control




+ Open Protocols: Permissionless Innovation

- Data Portability: Content Stored on Multiple Relays
+ 7.3 The Economics of Switching Costs

+ Traditional Platforms: High Switching Costs

* Nostr: Near-Zero Switching Costs

+ The Impact on Competitive Dynamics

* 7.4 Network Effects and Monopoly

+ Traditional Network Effects: Winner-Take-All

* Nostr's Decentralized Network Effects: Multi-Polar
+ The Role of Interoperability in Preventing Lock-In

* 7.5 Measuring Monopoly Resistance

+ Concentration Ratios: 178 Relays Host >5% of Posts
+ Geographic Distribution: 44 Countries, 151 ASes

+ Client Diversity: Dozens of Interoperable Clients

* NIP Diversity: Hundreds of Extensions

* 7.6 The Threat of Re-Centralization

+ Client Centralization: Default Relays and Interfaces
* Relay Centralization: Large Relays Hosting Most Posts
+ The 73% Problem: Top Relay Hosts 73% of Posts

+ 7.7 Empirical Analysis: Decentralization Metrics

+ Posts Distributed Across Relays

* Relays Distributed Across Countries

+ Relays Distributed Across ASes

+ Comparison with Mastodon: 89.1% Concentration in 3 Countries

8. Behavioral Economics Study: Decision-Making Under Cryptographic Frictions

Behavioral Economics

/ e tenesement \

Cryptographic Frictions Custom Client Interfaces User Decision-Making Heuristics & Biases Economic Outcomes

\ ety Selecton /

+ 8.1 Introduction to Behavioral Economics in Crypto

+ Bounded Rationality in Complex Systems
* Heuristics and Biases in Decentralized Networks
+ The Psychology of Key Management



+ 8.2 Key Management as a Behavioral Challenge

* nsec as the Root of All Value

« The Loss Aversion Problem: "Don't Lose Your Keys"
* NIP-49 (ncryptsec) as a Mitigation Strategy

* NIP-46 (Remote Signing) as a Behavioral Solution
+ 8.3 Custom Client Interfaces and User Experience
+ The Diversity of Nostr Clients

* Interface Frictions: Onboarding, Posting, Zapping
+ NIP-07 and NIP-55 as Standardization Efforts

+ 8.4 Relay Selection as a Behavioral Problem

+ The Paradox of Choice: 712 Relays

+ Default Relays and Status Quo Bias
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This book was written in Markdown, formatted with Mermaid charts, and designed for
reading in Obsidian. All tables have been converted to Mermaid flowcharts for maximum
compatibility. The structure follows the ten economic frameworks outlined in the table of
contents, with each chapter building on the previous to create a comprehensive economic
analysis of the Nostr protocol.

"Nostris an economic system disguised as a protocol. To understand it, you must
understand the incentives it creates, the externalities it generates, and the equilibria it tends
toward."



Nostr Protocol Architecture: A Game-Theoretic & Mechanism Design Analysis
A Whitepaper on Economic Mechanisms in Permissionless Networks

Document version: 1.0

Abstract

In open, permissionless network architectures like Nostr, mechanism design is the primary
instrument for preventing system degradation. This document analyzes how protocol
specifications—specifically NIP-11, NIP-42, NIP-13, and NIP-57—function as explicit economic
mechanisms that transform permissionless, zero-marginal-cost requests into costly signals,
aligning private incentives with public protocol goals.

1. Nostr Protocol Architecture

Figure 1: Nostr Network Economic Actors

NOSTR NETWORK

Imposes Rules &

Access Requirements >  Access Control
(Paid / PoW Cap)
/

Relay Operator NIP-57 Zap / Micropay
(Service Provider) /
1\ .
Client / Author
NIP-11 Info / NIP-42 Auth—» .
(Economic Actor) ——__ Economic Network Value /
Trade-offs Resource Allocation

Architectural Layers

2. Economic Problem: The Tragedy of the Commons
2.1 System Vulnerabilities in Unconstrained Nostr

Figure 2: Zero-Barrier System Failure Mode
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Resource DoS
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Relay Bankruptcy /
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1. Zero Marginal Cost of
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Anyone can generate
arbitrary
nsec/npub keypairs
instantaneously

No registration, no KYC,
no rate-limiting by
identity

2. Asymmetric Resource

Il s

Spammer: simple script
publishes
millions of valid JSON
EVENT payloads

Relay: bears bandwidth,
disk write I0OPS,
indexing database size,
storage overhead

3. Adverse Selection &

Naoaica Acciivasilabriannm

Free, unmoderated
relays degrade
in signal-to-noise ratio




Honest users leave;
relay operators
go offline due to
uncompensated costs

Result: Lemons Market
(Akerlof, 1970)—
low-quality content
drives out high-quality

content
2.2 Threat Model & Countermeasures
E ic Mechani
Vulnerabilities Countermeasures NIP(s) conomic Mechanism
A tri t
Sybil spam PoW / Payment NIP-13, NIP-11 symme r|c €os
imposition
Metadata leakage Gift wrap NIP-59, NIP-17 Cryptographic privacy
Centralized relay Outbox model NIP-65 User-controlled routing
dependence
Free-rider problem Paid gating NIP-11, NIP-42 Admission control
Content moderation Labeling / Reporting NIP-32, NIP-56 Distributed trust signals
DosS via event flood Rate limiting NIP-11 Policy enforcement

3. NIP-11 & NIP-42 as Structural Mechanisms

3.1 NIP-11: Relay Information Document



NIP-11: Relay
Information Docp====*

Operational parameters
(limitation object)

Content limitations
(max_content_length,
max_event_tags)

HTTP Endpoint
- Payment thresholds
Accept:

fees, payments_url
application/nostr+json ( R _url)

Software information
(software, version)

Admin identity
(pubkey, contact)

3.2 NIP-42: Client Authentication



Client Relay

["AUTH", "<challenge>"]

["AUTH", {"kind": 22242, "tags": [["relay”, "wss://..."], ["challenge”, *..."]]}]

[
>

Verify cryptographic
proof of pubkey ownership

Client Relay

3.3 Mechanism Interaction

Figure 3: NIP-11 + NIP-42 Admission Control Flow

Client Relay Policy Engine

HTTP GET (Accept: application/nostr+json)

»
>

NIP-11 Document (fees, limits, capabilities)

A

WebSocket Connect

\4

AUTH Challenge

A

Signed AUTH Event (kind 22242)

\4

Verify signature + check policy

v

Accept/Reject

A

OK true / OK false "blocked:..."

A

EVENT / REQ

\4

Client Relay Policy Engine



NIP-11 Announces

EFcoanomicce

'Posting requires 5,000
sats/month

or NIP-13 PoW difficulty \
24"

Relay Enforces
Admiccinn Control

Before accepting EVENT Before responding
submissions to REQ filters

NIP-42 Identifies Entity

Cryptographic proof of /

connecting pubkey

4. Mechanism Design Framework



Structural Axis: Players

C lrnecannmtivine

Users seek: high
visibility, persistent
storage,
high delivery speed,
spam-free feeds

Relay Operators seek:
cost recovery, spam
control,
sustainable
bandwidth/storage
economics

Direct economic
alignment prevents
relay operator burn-out
and user exit

Structural Axis:

linfavimantriam Chruriirdkiivra

NIP-11 advertises fee
structures, policy
constraints,
and capabilities prior to
connection

NIP-42 resolves user
anonymity to a specific
pubkey




Eliminates information
asymmetry;
clients dynamically
route requests to
compatible relays

Structural Axis: Action

C At~

Users: pay entry fee,
compute Proof-of-Work,
or route traffic
elsewhere

Relays: accept event,
rate-limit, reject with
machine-readable
prefix, or drop
connection

Gives relays precise
policy controls
while maintaining user
client choice

Structural Axis:

Sybil Attack Deterrence:




mnancial and
computational
hurdles shift spam
marginal cost above
expected utility

Public Good
Provisioning: paid
subscriptions fund

dedicated bandwidth,
fast indexing, curated
communities

Shifts network
equilibrium from market
failure
(spam-filled free relays)
to sustainable
specialized markets

5. Microeconomic Game-Theoretic Analysis
5.1 Costly Signaling & Spam Mitigation

Nostr provides two primary methods to impose cost on event creation:



2. Computational Proof-
nf \Anrlk

NIP-13

1. Financial Paywalls

NIP-11 / Paid Relays

Let V_s = expected utility an attacker gains from publishing a spam payload to N users, and
C(e) = cost per event submission:

NIP-13 PoW
NIP-11 Paid
C(e) = Hardware x Free/Open Relay
C(e) = Subscription Fee 2~ difficulty
C(e)=0
Sybil attack with 10,000 C(e) grows
identities exponentially; Uspam>0-e—
costs 10,000 x Fee U_spam < 0 for low-
value messages

Figure 4: Cost Curve vs. Spam Utility Threshold



Cost per Event C(e) vs. Event Volume
100

90 -
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Cost / Utility
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Interpretation: Where the cost curve crosses the utility threshold (C(e) >V_s), spamming
becomes economically irrational. The relay's job is to set fees/difficulty such that the
crossover point occurs at the desired spam-to-signal ratio.

5.2 The Relay Operator's Optimization Problem



Variables

R = revenue per user

N = number of users

C s = storage cost per
event

C_b = bandwidth cost
per event

S = spam ratio (0 to 1)

Free Relay Profit

N free=0-(Cs +
Cb)xNx(1+5)

Paid Relay Profit

M _paid = (R x N) — (C_s
+ C_b) x N

.

/

Operator chooses paid

HE = =N

R>(C.s+C.b)x(1+
S)




Key Insight: As S — oo (spam flood), the free relay's profit goes to —oo, forcing either closure
or a switch to paid gating. The Tragedy of the Commons is self-correcting via market exit.

5.3 Paid vs. Free Relay Matrix



Free / Open Relay

Honest Users: High
spam exposure, low
capital cost

Spammers: Infinite
spam volume, minimal
resistance

Equilibrium: Lemons
Market (adverse
selection)

Spam overwhelms relay

!

Good content producers
leave

NIP-11 Paid / Gated

DAalas,

Honest Users: High
signal-to-noise,
financial cost

Spammers: Negative
ROI, attack abandoned




Equilibrium: Separating
Equilibrium (screening)

Free/Open Strategy: Leads to a Lemons Market. Good content producers leave as spam
overwhelms the relay, leaving only spammers and unmonitored bots.

Gated/Paid Strategy: Forms a Separating Equilibrium. Honest participants willingly
internalize the fee because it guarantees delivery, low latency, and high content quality.
Spammers are priced out because the marginal cost of spamming exceeds its marginal

return.

5.4 NIP-13 PoW as a Commitment Device



NIP-13 PoW as Credible

CAavanmaibnannt

User spends 2724
hashes
on a single note

Signals:

1. The message has
high
subjective value to the
sender

2. The sender is willing
to
expend real resources

3. The sender is not
a low-effort bot

Economic Analogy

Veblen goods /
Conspicuous
consumption

The waste itself
is the signal




6. Alignment with Protocol Public Goals

Figure 5: Private Incentives — Public Goals

Private Incentives :
Public Protocol Goals

Relay Operator:
Fee Collection &
Cost Recovery

Network Sustainability
& Scalable Indexing

User:
Access to Low-Latency
Feeds

High Signal-to-Noise,
Resistant to Sybil

7. Protocol Mechanism Comparison

Lightning Outbox Routing BrociobiordiBov) Paid Access Gating

Negentropy Syncin
gentropy Syncing Primary NIPs: NIP-57 Primary NIPs: NIP-65 Iy (s 1P Primary NIPs: NIP-11,

Primary NIPs: NIP-77 (zaps) NIP-42

Economic Cost Model: Economic Cost Model:

i Economic Cost Model: Client bandwidth and Asymmetric A
Economic Cost Model: A A q 4 3 Economic Cost Model:

n n Granular satoshi dynamic relay allocation computational . a
Bandwidth reduction . Direct fiat or crypto

. I transfers hashing energy (2~n -

via set reconciliation P B subscription, or one-

via Lightning Network hashes) .

time fee

Target Vulnerability:
Centralized relay

Target Vulnerability:
9 Y Target Vulnerability: dependence, Target Vulnerability: -
Relay sync overhead, . . . . Target Vulnerability:
Content moderation, single-point censorship Automated bulk "
redundant data transfer . ) . - Sybil attacks,
signal extraction, spam posting, rate limiting . )
storage inflation, spam
Pro: Highl
Pro: Efficient relay-to- " R By A
Pro: Direct creator decentralized, user- Pro: Permissionless, no .
relay sync P L q . Pro: Reliable revenue,
monetization, positive managed routing payments required . 7
high signal-to-noise
value loops
Con: Implementation . q
P Con: Increased client Con: Battery drain on

q a q n . Con: Financial barrier to
Con: Requires Lightning complexity and mobile, resource -
infrastructure metadata fan-out wastage Y

complexity

8. Mechanism Interaction Map

Figure 6: How NIPs Compose into an Economic Architecture



NIP-11
Relay Info

NIP-65
Outbox Model

NIP-59
Gift Wrap

NIP-13
Proof-of-Work

NIP-57

Lightning Zaps

NIP-47
Wallet Connect

NIP-17
Private DMs

NIP-42
Auth

NIP-70
Protected Events

9. Protocol Equilibrium & System Synergy

Nostr avoids the pitfalls of centralized platforms (censorship, lock-in, rent-seeking) by

combining modular NIPs into a coherent economic architecture:

NIP-59 (Gift Wrap)

NIP-65 (Outbox Model)

Prevents paid relays
from becoming walled

NIP-57 (Zaps)

gardens

Enables metadata- LI (R

Introduces positive-sum
value flows

private communication . o
Provides permissionless

sybil resistance
without financial
infrastructure

Reduces legal liability
for relay operators

Users control keypairs
and advertise read/write
locations publicly

Transforms social
engagement from
clickbait
extraction into direct
value-for-value economy

Can switch relays
seamlessly if fees

become
exorbitant or

moderation policies
change

NIP-11 + NIP-42

Give operators tools to
monetarily or
cryptographically gate
write access

Ensures infrastructure
sustainability




By relying on explicit market mechanisms rather than centralized governance, Nostr creates
an anti-fragile ecosystem where private profit motives directly reinforce public protocol

goals.

10. Conclusion

Nostr's Game-Theoretic Architecture Creates a Self-Reinforcing Ecosystem

Actor

Users Developers Relays Creators Adversaries
Dominant Strategy
Decentralize Build interoperable Compete on Produce quality content
identity/data clients quality/policy q Y
Resylt

Asymmetric costs (PoW,

Innovation + network Sustainable diverse . N
Direct monetization o
payment, distribution)

effects infrastructure

Censorship resistance

Key Insight: Separation of concerns (identity, client, data storage) prevents any single party
from monopolizing control, forcing all actors to compete on a level playing field defined by
open protocols. The protocol's extensibility (NIPs) allows continuous adaptation to new

threats and opportunities.

Appendix: NIP Reference Table
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Nostr Relay Hosting as a Public Good: A Comprehensive Economic Analysis
A Whitepaper on Public Goods Economics in Decentralized Networks

Document version: 2.0

Thesis

Open Nostr relays exhibit classic public goods characteristics—non-excludability and semi-
rivalry—creating free-rider dynamics that threaten network sustainability. Nostr's response
is not centralized enforcement but a market of diverse relay models governed by mechanism
design principles encoded in NIPs.

1. Relay Hosting as a Public Good
1.1 Classification Framework

In public economics, goods are classified along two axes:

Classification Axes

Rivalry:
Does one person's
consumption
diminish another's?

Excludability:
Can non-payers be
prevented from access?

Nostr Relay Status

Excludability: No (by Rivalry: Semi-rivalrous
default) (congestible)

1.2 Is Relay Hosting Non-Excludable?

Yes, by default. Open Nostr relays are non-excludable.



flowchart TD subgraph MECH["Mechanism"] M1["Relays act as simple WebSocket

servers<br/>that receive, store, and distribute JSON events"] M2["Any user with a valid

secp256k1 keypair<br/>can transmit events via [\"EVENT\", ...
using<br/>[\"REQ\", ...] filters"] M4["No prior registration or account creation required"] end

1"1 M3["Any user can fetch data

subgraph NULLITY["Protocol Nullity"] N1["Nostr's core protocol (NIP-01) does not
mandate<br/>identity verification or network-wide authentication"] N2["Unless explicitly

restricted, open relays accept<br/>connections from any IP or public key"] end subgraph

ZERO["Zero-Cost Access"] Z1["Creating a keypair is free"] Z2["Connecting to a relay is

1.3 Is Relay Hosting Non-Rivalrous?

Semi-rivalrous — a "club good" or "congested public good" at scale.

Non-rivalrous

Low Usage / Normal

One user fetching or
publishing notes
does not prevent

another from doing the
same

Marginal cost of serving
an additional
read query is near zero

—Traffic increases—» Rivalrous

Figure 1: Relay Hosting as a Congestible Public Good

High Load / Attack

a<br/>single WebSocket handshake"] end MECH --> NULLITY --> ZERO

Bandwidth, database
storage, memory,
and WebSocket
connections are finite

Spam, DoS/Sybil
attacks, or heavy traffic
degrade performance
for everyone




Phase 1: Low Usage
(Non-Rivalrous)
User A
User B Relay Marginal Cost = 0
User C
Traffic increases
Phase 2: High Usage
(Rivalrous)
User D
Marginal Cost T
User E Relay g. )
Congestion Externality
Spammer

2. The Free-Rider Problem in Open Relays
2.1 Market Failure Dynamics

Figure 2: Free-Rider Problem Flow



Nostr Open Relays
(Non-Excludable, Semi-
Rivalrous)

-

Non-Paying Users
* High bandwidth /
storage demand
» Zero financial

contribution

A

Adversaries

* Spam attacks (Syhbil)
* DoS vectors on

database

.

Relay Operator Costs
(CPU, Memory, Disk,
Bandwidth)

Market Failures
1. Operator Burnout /
Shutdowns
2. Network Congestion
& Slow Sync
3. Lemons Market
(quality degradation)

2.2 Drivers of Free-Rider Dynamics




Storage Accumulation

Events persist
indefinitely
unless explicitly deleted

Bandwidth Drain

Spam & Sybil Attacks

Asymmetry of Costs

Full client-to-relay syncs
consume
network transit limits

Keypair creation costs
$0

Publishing costs the
user negligible effort

Economic Mechanism:
Stock externality
(unbounded storage
growth)

Economic Mechanism:
Congestion externality
during REQ queries

Bots flood relays with
garbage

Storing/indexing
millions of events
incurs real hosting costs
for the operator

Economic Mechanism:
Zero-cost replication
enables infinite spam

Economic Mechanism:
Negative externality
imposed by users on

operators

2.3 The Lemons Market Dynamic

Figure 3: Quality Degradation Cycle

Network Centralization
Free Access H Spam Flood H Signal-to-Noise Declines H Honest Users Leave H Only Spammers Remain H Relay Shuts Down }—» Pressure

Akerlof's Lemons Market (1970) applies directly: when buyers (honest users) cannot
distinguish quality (signal) from noise (spam), they discount all content. High-quality
producers exit, and the market collapses to the lowest common denominator.

3. Voluntary Contribution & Protocol-Native Mitigation Models

Nostr employs several voluntary contribution models, fee structures, and game-theoretic
countermeasures to resolve the free-rider problem.

3.1 Transition to Excludable / Paid Infrastructure (NIP-11 & NIP-42)

Relay operators convert public goods into club goods (excludable but mostly non-rivalrous
for authorized members).

Figure 4: NIP-11 + NIP-42 Admission Control



User

WebSocket Connect

Relay

AUTH Challenge

A

v

Signed AUTH Event (kind 22242)

alt

OK true

A

v

Policy Engine

Verify pubkey + check payment status

[Authorized]

»
Ll

A

[Unauthorized]

A

OK false "blocked: register at..."

A

User Relay Policy Engine
Mechanisms
Paid Subscriptions Authentication (NIP-42) Whitelisting

A

Fungtion
A

One-time or recurring
Lightning/Bitcoin
payments

Cryptographic proof
of pubkey ownership

Pre-approved pubkey list

Economic Effect

A

Converts free-rider
into paying customer

Enables per-identity
access control

Community curation
with
zero cost to members




3.2 Costly Signaling & Proof-of-Work (NIP-13)

Instead of monetary payments, relays demand computational effort to make spam
economically irrational.

Mechanism

Relays require
submitted events to
contain
a specific difficulty level
of leading zeros
in their event ID hash

Game Effect

Imposes a real energy
cost on the sender

Creates a verifiable
commitment

Prevents zero-cost
spam without
financial barriers

Figure 5: POW Cost Curve
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3.3 Micro-Donations & Lightning Zaps (NIP-57)

Figure 6: Value-for-Value Economy

Publishes note\b /Serves note
— | Relay [ T
Content Creator Subsidizes “Optional tip-—- Reader
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Mechanism Flow
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Reader — Relay

Reader —» Creator ,
(optional)

Community = Relay

Sustginability
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Voluntary infrastructure High-reputation relays

Creator monetization . )
funding thrive




3.4 The Outbox Model (NIP-65) for Structural Efficiency

Mechanism: Users specify primary write (outbox) and read (inbox) relays in publicly
broadcast lists. Clients query an author's specific write relays rather than broadcasting to
every open relay.

Figure 7: Outbox vs. Broadcast Routing

Traditional Broadcast

(WastefupP
Relay 1
Outbox Model (Efficient) /—> Relay 2
Query Author's Write Relay Result Query
\r Relay 3
Relay N

Game Effect: Reduces duplicate bandwidth and global database storage requirements,
alleviating network-wide resource congestion.

3.5 Bandwidth Optimization via Negentropy (NIP-77)

Mechanism: Efficient set-reconciliation between clients and relays (or relay-to-relay sync) to
determine missing events without downloading full event lists.

Game Effect: Significantly lowers bandwidth usage and server CPU burden during
synchronization, drastically reducing the baseline cost of running a public relay.

Figure 8: Negentropy Sync Flow



Client Relay

NEG-OPEN (filter + initial message)
P

NEG-MSG (response)

NEG-MSG (refined)

NEG-MSG (refined)

Only missing events identified

REQ (targeted fetch)

EVENT (only missing events)

NEG-CLOSE

Client Relay

4. Summary Matrix

Proof-of-Work (NIP-13)

Labeling/Reporting (NIP-

Gift Wrap (NIP-59)

Mechanism: Metadata

Outbox & Negentropy

Lightning Zaps (NIP-57)

Paid Relays (NIP-11/42)

Mechanism:

Computational hash
difficulty per event

Mechanism: Paywall /
Whitelist via

Lightning or

obfuscation

without central authority

Impact: Community- Impact: Reduces legal Impact: Rel Impact: Adds artificial
driven moderation liability unta production costs
for relay operat el to deter Sybil/spam
attacks

Impact: Converts public
90od into club good;
eliminates free-riding

5. Equilibrium Analysis: Market of Diverse Relay Models

5.1 The Relay Selection Game

Users choose relays based on a multi-dimensional utility function:




Operator Utility Function

U operator =
g(revenue, operational
cost,
community alignment,
legal risk)

User Utility Function

U relay = f(cost,
latency,
reliability, signal-to-
noise, privacy)

5.2 Equilibrium Types

Figure 9: Relay Market Equilibrium Landscape



Scale issues

v

Hybrid Tier

Freemium Relays
* Free read
* Paid write

* Tiered access

Free Tier

Open Relays
* High spam
* Low cost
* High churn

Cost concerns

Users uApgrade

q

Premium Tier

* Subscription cost

Paid Relays
* Low spam

High reliability

5.3 The Separating Equilibrium

Paid relays create a separating equilibrium where:

Users seek community

4

Growth pressure

Specialized Tier

Community Relays
* Curated content
* Whitelist
* Niche focus




User Type

High-value users Community members Casual users Spammers
evealed Preference v
Willing to pay for quality Value curation over cost Low commitment Priced out

Relay Type Chosen

v

Premium relays Specialized relays

Free relays

No relay (attack
abandoned)

Key Insight: The fee acts as a screening mechanism that separates high-value users from

low-value spammers.

6. Conclusion: Market-Based Public Goods Provision

Nostr manages public goods economics not through top-down enforcement or central

coordination, but through a flexible market of diverse relay models.

Figure 10: The Nostr Public Goods Solution

Public Goods Problem
(Free-Riding, Spam,
Congestion)

Market of Diverse Relay

/ Models \
Altruistic Free Relays Paid Club Relays PoW-Gated Relays Community Relays Freemium Relays
(Donation-funded) (Subscription) (Computational) (Whitelist) (Tiered Access)

&

User Choice + Market
Competition

—

Sustainable, Anti-Fragile
Censorship-Resistant
Network

Users choose their preferred balance between:




User Trade-Offs

Free public access Privacy Curation Cost
VS. VS. VS. VS.
Paid quality-of-service Accountability Openness Reliability

By relying on explicit market mechanisms rather than centralized governance, Nostr creates
an anti-fragile ecosystem where private profit motives directly reinforce public protocol

goals.

Appendix: NIP Reference Table
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NIP-57: Lightning Zaps as a Micro-Economic Engine for Nostr
A Whitepaper on Attention, Value Transfer & the Value-for-Value Economy

Document version: 1.0

Thesis

NIP-57 transforms social interaction into economic signal by binding Bitcoin's Lightning
Network directly to the Nostr protocol via cryptographic receipts. This converts attention
into frictionless, non-falsifiable value transfer, enabling a "value-for-value" economy where
creators are paid directly by their audience.

1. NIP-57 Mechanics & Payment Flow

NIP-57 moves payment logic off-protocol while publishing settlement proofs back onto
relays as immutable social signals.

Figure 1: Zap Payment Flow

Client LNURL Server Lightning Network Relay

1. Fetch LNURL endpoint

v

2. LNURL-pay details

A

3. Zap Request (kind 9734)

v

4. Returns LN Invoice

A

5. Pay Invoice

v

6. Settlement

A

7. Zap Receipt (kind 9735)

»
L

Cryptographic proof
published as social signal

Client LNURL Server Lightning Network Relay



1.1 Step-by-Step Breakdown



Step 1: LNURL Discovery

Client requests
payment metadata from
recipient's LNURL
endpoint listed in Kind O
metadata

Artifact: LNURL-pay
response
(allowsNostr,
nostrPubkey, callback)

Step 2: Zap Request

Sender's client
constructs an
unsigned/signed
ephemeral event
containing target
event_id or pubkey,
amount, relay list,
optional comment

Artifact: Kind 9734
event

Step 3: Invoice

CAanavatrian

Client sends Kind 9734




to recipient's LNURL
service,
which generates a
Lightning invoice
embedded
with a hash of the Zap
Request

Artifact: BOLT11 invoice
with description hash

Step 4: Settlement

Sender pays the
Lightning invoice

Artifact: Lightning
payment

Step 5: Zap Receipt

Upon payment,
recipient's LN service
signs
and broadcasts a Kind
9735 event containing
the payment preimage
as cryptographic proof




Artifact: Kind 9735
event

1.2 Zap Request Structure (Kind 9734)

"kind": 9734,
"content": "Optional comment",

“tags": [

["relays", "wss://relayl.example.com", "wss://relay2.example.com"],
["amount", "21000"],
["lnurl", "lnurlldp68gurn8ghj7..."],

["p", "<recipient-pubkey>"],
["e", "<target-event-id>"],
[k, "1"]

1,

"pubkey": "<sender-pubkey>",

"created at": 1679673265

1.3 Zap Receipt Structure (Kind 9735)



"kind": 9735,
"content": "",
"tags": [
["p", "<recipient-pubkey>"1],
["P", "<sender-pubkey>"],
["e", "<target-event-id>"],
["k", "1"],
["bolt1l", "lnbc..."],
["description", "<JSON-encoded zap request>"],
["preimage", "<payment-preimage>"]
1,

"pubkey": "<LNURL-service-pubkey>",
"created at": 1674164545

2. Velocity of Money (V) in Nostr Micro-Economies

Money velocity in traditional macroeconomics measures how rapidly currency cycles:

Velocity Formula

V=Y/M

Y = nominal output M = money supply

In the Nostr micro-economy, velocity measures the frequency at which satoshis circulate
between users through tipping feedback loops.

2.1 Velocity Determinants



Anonymous Zaps (NIP-

Zap Splits (NIP-57 App.

Outbound Liquidity

Ecash Integration

Impact on V: T
Increases

Impact on V:
Increases

Impact on Vi &
Decreases

Impacton V: T
Increases

Routing & On-chain Fees

Impact on V: 4
Decreases

Economic Effect:

Economic Effect

Economic Effect: Non-

Economic Effect:

Custodial Wallets (NWC

Impact on Vi 1
Increases

Economic Effect:

Economic Effect: Higher

custodial nodes running routing fees relative

out roundtrips

Nutzaps bypass invoice Removes user friction;

Privacy-preserving tips i i
y-pi 9 tip: programmatic, one-click

Automated multi-party

lower ayouts to tip size
. payour of inbound channel entirely, turning tips B 21-sat tips
social friction for reduce friction for Ny ¥ ! disincentivizes sub-10 .
capacity forces capital into asynchronous - increase daily
controversial payments collaborative content ) sat transactions -
stagnation bearer tokens transaction counts

2.2 The Nostr Velocity Formula

The theoretical velocity formula for a Nostr micro-economy:

Nostr Velocity Formula

V zap = (£ S_i) / (At x
M_circulating)

Variables

S_i = satoshis
transferred
per Zap receipt i

At = time period

M_circulating =
aggregate hot wallet
liquidity allocated to

Nostr clients

Interpretation: High velocity (V_zap > 1) indicates a dynamic "value-for-value" economy
where creators continuously re-tip earnings back into the network.

Figure 2: Velocity Feedback Loop
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Other Creators
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Relay fees

[

—

Reader
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Relay Operators
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2.3 Velocity Comparison: Traditional vs. Nostr



Traditional Fiat

Velocity Determinants:
Banking friction,
settlement delays,
monetary policy

Typical V Range: 1-10
(annual)

Bitcoin On-chain

Velocity Determinants:
Block confirmation,
fees, UTXO
management

Typical V Range: 0.1-2
(annual)

Lightning Network

Velocity Determinants:
Channel liquidity,
routing fees, uptime

Typical V Range: 5-50
(annual)




Nostr Zaps

Velocity Determinants:
Client UX,
LNURL availability, tip
culture

Typical V Range: 10-
100+ (annual)

3. Micro-Tipping Behavior & Game Theory

Unlike traditional social media metrics (likes, retweets), Zaps introduce an asymmetric cost

structure to social interaction.
3.1 Costly Signaling

Figure 3: Signal Quality vs. Cost
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Interaction Type

Free Like: Cost $0,
Signal Low, Spam
Vulnerability High (Sybil)

Repost: Cost $0, Signal
Low, Spam Vulnerability
High

Comment: Cost $0,
Signal Low, Spam
Vulnerability High

Small Zap (21 sats):
Cost ~$0.01, Signal
Medium, Spam
Vulnerability Low

Medium Zap (1k sats):
Cost ~$0.50, Signal
High, Spam
Vulnerability Very Low

Large Zap (100k sats):
Cost ~$50, Signal Very
High, Spam
Vulnerability Negligible




Key Insight: Zaps require real economic sacrifice, turning tips into non-falsifiable signals of

quality.
3.2 Schelling Points in Micro-Tipping

Micro-tipping converges on behavioral thresholds—Schelling points that coordinate

expectations without central coordination.

Figure 4: Zap Amount Schelling Points

21 sats 100-1,000 sats 10,000+ sats 1M+ sats
(Standard Like) " (Appreciation) o (Patronage) | (Major Funding)

Schelling Points

21 sats: Bitcoin cultural
anchor
Standard 'like’
equivalent

100-1,000 sats:
Meaningful appreciation
Quality content reward

10,000+ sats: Patronage
Sustained creator
support

1M+ sats: Major funding
Project backing,
sponsorships




3.3 Zap Splits (NIP-57 Appendix G)
Mechanism: Enables automatic multi-party payout allocation directly at the protocol layer.

Figure 5: Zap Split Configuration

Zap Amount: 10,000

sats
Author: 25% Co-author: 25% Platform: 50%
(2,500 sats) (2,500 sats) (5,000 sats)

Tag Structure:

"82341f882b6e...", "wss://relayl.example.com", "1"],
"fc084bd7db28...", "wss://relay2.example.com", "1"],

"460c25e682fd...", "wss://relay3.example.com", "2"]

Game Effect: Aligns incentives for collaborators, platforms, and clients without requiring off-
protocol coordination.

4, Systemic Constraints & Tokenomic Pitfalls
4.1 Sybil & Wash Zapping

Attack Vector: Bad actors can loop self-directed zaps using zero-fee routing channels to
artificially inflate thread visibility or engagement rankings.

Figure 6: Wash Zap Attack

flowchart LR ATTACKER["Attacker Node"] -->|"Zap 1"| SELF["Self-Owned Pubkey"] SELF --
>|"Zap 2"| ATTACKER ATTACKER -->|"Zap 3"| SELF Note over ATTACKER,SELF: Zero-fee
loop<br/>inflates engagement metrics



Countermeasure

Mechanisn]

Real routing fees Relay-level filtering Client-side scoring Zap amount thresholds

Effectiveness

Clients weight zaps b
Small fees make loops Relays detect circular ' weight zaps by

sender reputation —
costly — Medium zaps — Medium H?gh

Minimum amounts
deter micro-loops — Low

4.2 Privacy Leakage

Attack Vector: Public Kind 9735 receipts link identity (pubkey) to Lightning node pubkeys
and transaction histories, exposing spending patterns.

Privacy Leak

Sender identity Recipient identity Transaction graph Timing patterns

! I Data Exposed

A A

Pubkey + zap amount Pubkey + LN node Zap history Activity correlation

! Mitigation

v 4

A 4

A NIP-
nonymo:i)zaps ( Nutzaps (ecash) Gift wrap (NIP-59) Random delays

4.3 Centralization Vectors

Attack Vector: Reliance on hosted LNURL services introduces third-party dependency, re-
introducing custodial risk into a permissionless protocol.

Figure 7: Centralization Risk Map
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5. Economic Equilibrium: The Value-for-Value Loop

5.1 The Nostr Micro-Economy Flywheel

Figure 8: Value-for-Value Flywheel

Creator
/
Publishes quality
content
Pays relay
Relay Other Creators

< Improves service

Distributes to readers

!

\

Reader

\

Attracts new users

5.2 Equilibrium Conditions

\

For a sustainable value-for-value economy:

Re-tipi others
l

Zaps creator

Zap creators

New Users




Equilibrium Condition

2 Zaps_in > Z Costs_out

Variables

Zaps_in = incoming
zaps to creator

Costs_out = relay fees,
LN routing fees, client
costs

Stable Equilibrium

When creators earn
enough to cover their
costs
and re-invest in the
ecosystem

5.3 Comparative Advantage Analysis



Content Creator

Relay Operator

Actor

Client Developer

LNURL Provider

Reader

Attention capture

Infrastructure

Comparative Advantage

UX innovation

Payment routing

Value assessment

Optimal Stgategy

Focus on quality;
enable zaps

Offer reliable zaps;
charge fees

Frictionless zap UX;
NWC integration

Low-fee, high-uptime
service

Zap quality content

6. Conclusion: Attention as Economic Signal

NIP-57 transforms Nostr from a social protocol into a micro-economic engine where:




NIP-57 Transformations

1. Attention carries
direct value:
Zaps convert
engagement into
satoshis

2. Costly signaling
filters noise:
Free interactions are
low-signal; zaps are
high-signal

3. Value-for-value loops
sustain creators:
Direct monetization
replaces ad-based
models

4. Schelling points
coordinate behavior:
21 sats = like, 1k sats
= appreciation

5. Zap splits align
incentives:
Multi-party payouts at
protocol layer




Key Insight: By binding Lightning Network directly to Nostr, NIP-57 creates a frictionless,
non-falsifiable, permissionless value transfer layer that aligns creator incentives with
audience preferences—without intermediaries, without ads, and without platform rent-

seeking.

Appendix: NIP Reference Table

NIP-65

Title: Relay Lists

Economic Function: Zap
target discovery

NIP-61

Title: Nutzaps

Economic Function:
Ecash-based
anonymous zaps

NIP-59

Title: Gift Wrap

NIP-01

Title: Basic Protocol

Economic Function:
Metadata-private zaps

NIP-57 NIP-47
Title: Lightning Zaps Title: Wallet Connect
Economic Function: Economic Function:
Micropayment Remote wallet control
monetization for zaps

Economic Function:
Event structure,
signatures
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Nostr's Attention Economy: Open Algorithmic Markets vs. Legacy Platforms
A Whitepaper on Decentralized Curation, Data Vending Machines & the Attention Market

Document version: 1.0

Thesis

Nostr fundamentally shifts attention economy dynamics by decoupling content creation,
algorithmic curation, and client interface. Where legacy platforms use proprietary, opaque
algorithms to maximize engagement for ad revenue, Nostr reorganizes curation into an open
marketplace of user-selected algorithms (Data Vending Machines, NIP-90) paid for directly
via Lightning micro-payments.

1. Attention Economy Architecture: Nostr vs. Legacy Platforms

Figure 1: Architectural Comparison

B

1.2 The Attention Trade-Off Reframed

L Model
Nostr Model egacy Model

Users pay for curatior
e " DVMs compete on fiter Incentives toward DVM reputation depends
(sats) to DVM providers quality signal preservation on filtering effectively

Figure 2: The Attention Trade-Off Reframed
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Platform Profit

2. Algorithmic Filter Trade-Offs (NIP-90)

Nostr provides a spectrum of curation mechanisms, ranging from raw protocol filters to paid
external computation.

Figure 3: Spectrum of Curation Mechanisms

Custom Local Full control

/ Algorithms Full complexity
Client-Side Heuristi Follow Lists N Web of Trust N DVM-Powered
ent-31 risti
el B WSIiEES (NIP-02) (NIP-85) Curation (NIP-90)
Raw REQ Filters T Higher cost
(NIP-01) High filtering power

Low cost
Low filtering power

2.1 Client REQ Filtering (NIP-01)

Mechanism: Basic Nostr subscriptions use kinds, authors, and tag filters (#e, #p) to minimize
incoming relay noise.

[IIREQII’ Ilsublll’ {
"kinds": [1],
"authors": ["<pubkeyl>", "<pubkey2>"],

“#t": ["bitcoin"],
“since": 1700000000,
“limit": 100




Limitations

o ) Advantages
Limited protection
against
Zero cost
high-volume feeds
Low latenc
No semantic filtering y

Relay-enforced

No cross-relay
aggregation

Deterministic

No machine learning

2.2 On-Demand Computation via DVMs (NIP-90)

Mechanism: Users publish job requests (kinds 5000-5999) asking external service providers
to process feed data—content discovery, anti-spam filtration, summarization, translation,
sentiment analysis.

Figure 4: DVM Interaction Flow



User Relay DVM Provider

Job Request (kind 5001)

>
content discovery,
anti-spam, summarization
DVM receives request
>
Process (ML, heuristics, WoT)
Job Result (kind 6001)
«

Filtered/curated feed

<
Zap payment (sats)
>
Value-for-value
curation exchange
User Relay DVM Provider
2.3 DVM Job Kind Ranges
5500-5999: Specialized 5400—54?9: Data 5300-5399: Audio 5200-5299: Video 5100-5199: Image 5000-5099: Text
e et sorns s o e Tt e L

2.4 Trading Value for Attention

Instead of paying for curated feeds with attention (viewing ads), users trade micro-liquidity
(sats) to DVM providers to:



DVM Services

Filter out noise

Optimize relevance

Eliminate low-signal
saturation

Apply personalized
heuristics

Aggregate cross-relay
data

Figure 5: Value-for-Attention Exchange
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)

Drives innovation Pays sats

Better Filtering

\
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3. Market Dynamics & Content Saturation

3.1 Content Saturation on Nostr

Because anyone can run a relay or broadcast events, content saturation on Nostr is naturally
high—much higher than on legacy platforms that gatekeep publication.

Figure 6: Saturation vs. Curation Market



Open Publishing
(Permissionless)

High Content Saturation
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Filtering
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3.2 DVMs as a Competing Service Market

DVMs turn filtering into a competing service market. If a DVM algorithm promotes spam or
fails to protect a user's attention, the user simply:



User Options

1. Switch DVM pubkey
— no data lock-in

2. Customize local filter
rules
— client-side control

3. Combine multiple
DVMs
— portfolio approach

4. Run their own DVM
— full sovereignty

Figure 7: DVM Market Dynamics
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3.3 Stripping Platforms of Curation Monopoly

Legacy platforms derive power from their monopoly on feed curation. Nostr eliminates this

by:
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Figure 8:
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4, Comparative Analysis: Attention Economy Models

Attention Economy

‘ Ad-Based (Web2) ‘

odels
‘ Subscription (Netflix) ‘ ‘ Freemium (Spotify) ’4 ‘ Zaps (Nostr) ‘

‘ DVM Curation (NIP-90) ‘ ‘ Hybrid (Zaps + DVM) ‘

Advertisers

Who Pays?

CAC S

Users Readers + Users

Platform

Who Benefits?

Platform, Creators

‘ Platform ‘

Creators directly ‘ ‘

DVM providers, Users ‘ ‘ Creators + DVMs ‘

Misaligned
(engagement > quality)

Incentive Alignment

‘ Partially aligned ‘ ‘ Partially aligned ‘ ‘ Fully aligned ‘

Aligned (quality -
payment)

Fully aligned

4.1 Game-Theoretic Payoff Matrix
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4.2 Equilibrium Comparison




Nostr Equilibrium

Legacy Platform

Coaaililn i sma

Users freely switch
clients,
relays, and DVMs

Users trapped by social
graph lock-in

Creators monetize
directly via zaps

Platforms maximize
engagement
(often via outrage)

DVMs compete on filter
quality

Creators depend on
opaque
algorithm changes

Users capture surplus
(better feeds for less
cost)

Advertisers capture
surplus

5. Case Study: The Curation Stack
A typical Nostr user's curation stack combines multiple layers:

Figure 9: Layered Curation Stack
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.
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Fast
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5.1 Layer Trade-Offs

REQ Filters

Follow Graph

Curation Layers

Web of Trust

DVM Curation

Client Heuristics

Attriputes

Cost: Free, Filtering:
Low,

Control: High, Latency:

Low

Cost: Free, Filtering:
Medium,

Control: High, Latency:

Low

Cost: Free, Filtering:
Medium-High,
Control: Medium,
Latency: Medium

Cost: Sats, Filtering:
High,
Control: High (choice),
Latency: Medium-High

Cost: Free, Filtering:
Variable,
Control: Full, Latency:
Low

5.2 Optimal User Strategy

A rational user combines layers based on:




User Utility Function

U feed = f(signal,
latency, cost, control)

Optimal Strategy

1. Use REQ filters for
initial scoping (free)

2. Apply follow graph
for baseline trust (free)

3. Layer WoT assertions
for reputation (free)

4. Add DVM curation
when saturation
exceeds threshold (paid)

5. Override with client
heuristics for
personal preferences
(free)




6. Conclusion: Attention as a Market, Not a Commodity

Nostr's attention economy differs fundamentally from legacy platforms:

Directional signal Market (competing
DVMs)

Commodity sold to Monopoly (single
chosen by user advertisers

algorithm) maximiza tion

Key Insight: By decoupling content creation, algorithmic curation, and client interface, Nostr
converts attention from a commodity extracted by platforms into a signal directed by users.
DVMs (NIP-90) turn filtering into a competing service market where quality wins—not

engagement.

Figure 10: The Nostr Attention Economy



Competes on quality

Relay

(Stores/Distributes)

NS

Earns directly

Controls feed\/

The result: An attention economy where users are sovereign, creators are compensated

directly, and curation is a competitive market—stripping central platforms of their monopoly
on feed curation and restoring agency to the participants.

Appendix: NIP Reference Table

NIP-65

Title: Relay Lists

NIP-90

Title: Data Vending
Machines

NIP-85

Title: Trusted Assertions

NIP-57

Title: Lightning Zaps

NIP-02

Title: Follow List

Attention Economy
Function: Discovery of
relevant relays

Attention Economy
Function: Paid
algorithmic curation
(Layer 4)

Attention Economy
Function: Web of Trust
(Layer 3 curation)

Attention Economy
Function: Direct creator
monetization

Attention Economy
Function: Social graph
(Layer 2 curation)

NIP-01

Title: Basic Protocol

Attention Economy
Function: REQ filters
(Layer 1 curation)
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Nostr's Two-Sided Market Dynamics: Relays as Decentralized Platform Infrastructure
A Whitepaper on Network Effects, User Sovereignty & Platform Economics

Document version: 2.0

Thesis

In traditional two-sided markets, a central platform intermediates between content creators
and consumers, capturing value through cross-side network effects. Nostr reconstitutes this
dynamic: relays function as platform infrastructure, but user sovereignty (portable keys) and
multi-homing (connecting to many relays) displace network effects from individual relays to
the protocol layer, fundamentally altering platform economics, switching costs, and
monetization strategy.

1. Structural Architecture: Simple Relays & Smart Clients

Nostr decouples identity and storage from any single platform operator. The system operates
on a lightweight WebSocket model where clients handle application logic while relays serve
as simple, untrusted event stores.

1.1 Two-Sided Architecture

> Relay 1

-
7

Creator 2 Consumer 2
—» Relay 3

Creator 1 Consumer 1

1.2 Role Definitions



Relay Operators

Store, validate,
distribute

Validate Schnorr
signatures

Push real-time data

Content Consumers

Content Creators

Subscribe to feeds

Publish signed events

Issue REQ with filters

Sign JSON with private
key

Receive matching
events

Broadcast EVENT
message

1.3 Event Lifecycle

Creator

Relay

EVENT signed JSON

Creator

1.4 Event Kind Storage Conventions

>

Validate signature

<

Store event

<

REQ filters

Consumer

EVENT matching

Relay

>

Consumer




30000-39999

Type: Addressable

20000-29999

Type: Ephemeral

Relay Behavior: Keep
latest per
pubkey+kind+d-tag

Relay Behavior: Store
none; forward only

2. Two-Sided Network Effects & Dynamics

2.1 Comparative Analysis

10000-19999, 0, 3

Type: Replaceable

Relay Behavior: Keep
only latest per
pubkey+kind

1000-9999, 4-44

Type: Regular

Relay Behavior: Store
all versions

Relay Operator

(DA, \

Consumers (Side B)

Hosting platform for
routing

High availability; low
latency

Indexing and storage

Spam protection

High switching cost
(churn on downtime)

Zero switching cost
(point client to any
relays)

Monetization challenge
due to multi-homing

Must discover relays
hosting followed

accounts

None (users can leave
freely)

None (feed portable)

Bandwidth plus storage
plus compute

Attention plus client UX

Creators (Side A)

Censorship-resistant
reach

Direct monetization via
Zaps

Zero switching cost
(own pubkey)

Must publish to relays
their audience monitors

None (identity portable)

Comparison Dimensions

Value Proposition

Switching Costs

Market Friction

Network Lock-In

Primary Cost

Time plus Lightning
routing fees

2.2 Decoupled Cross-Side Externalities

Nostr

Creators Multi-homed eyl

Centralized Platform

Single Platform

. All Consumers

_....Cross-side

‘ Protocol Layer

All Creators N

""Cross-side

1
\{

Consumers Multi-homed

Key Insight: In centralized networks, more creators attract more consumers, which locks
both sides onto the platform. On Nostr, network effects exist at the protocol level rather than
the individual relay level. Because both creators and consumers connect to multiple relays

simultaneously (multi-homing), an individual relay does not hold a monopoly over a
creator's audience or a consumer's feed.

2.3 Multi-Homing Strategy



Consumer

DVM Relay

Consumer

//l

/%,/

N
N\

Free Relay

\

> Paid Relay

Creator \
\\’\ Community Relay

Personal Relay
Game Effect: Multi-homing on both sides creates a competitive market for relay services.
Relays cannot extract rents because users can trivially switch.

Cr

3. The Relay Incentive & Financial Sustainability Dilemma

3.1 The Cost Structure Problem



Relay Operator

Bandwidth Costs

Storage Costs

High-Volume Creator
Content

3.2 Financial Sustainability Strategies

Compute Costs

y

Maintenance

High-Frequency
Consumer Queries

Free Altruistic Freemium »> Paid Subscription »  Whitelisted Specialized Niche
Strategy
Free/Altruistic Freemium Paid/Subscription Whitelisted Specialized

Mechanigm

Donations, sponsorships

Free read, paid write

NIP-42 authentication
plus fees

Blocked response for
non-members

Niche curation

A,

A,

Target A\ dience

‘ Broad public ‘

‘ Casual and serious users ‘

Quality-focused users ‘

Communities

Enthusiasts

Low (burnout risk)

Medium

Sustainanity

High

Medium-High

Medium

3.3 NIP-65 Outbox Model Integration




Creator Relay Consumer

Publish kind 10002 relay list

>
Query kind 10002
<
Return relay list
>
REQ targeted fetch
<
EVENT author content
>
Creator Relay Consumer

Game Effect: Forces creators to care about the quality and longevity of the relays hosting
their data. If a creator's outbox relay goes offline, their content becomes unreachable.

3.4 Relay Switching Dynamics



Consumer Uses Relay

Yes

\

No

|

Switch Relay

/

Continue Using

4. Moderation and Spam Mitigation

4.1 Relay Moderation Toolkit

Relay Operator

NIP-13 Proof of Work Rate Limiting NIP-32 Labeling NIP-42 Authentication ‘ IP Restrictions ‘ Payment Fees ‘ ‘ Whitelist Blacklist
Tool
‘ Authentication ‘ ‘ IP Restrictions ‘ ‘ Payment Whitelist

]

11
Financial

4.2 Localized Policy vs Global Ban




Nostr

Relay Ban

Partial Loss

Shift Relays

Centralized

Global Ban

Full Audience Loss

Key Insight: If a relay censors a creator, the creator's cryptographic identity remains intact,
allowing them to instantly shift content delivery to competing relay platforms. This is exit-

based governance.

4.3 The Relay Reputation Game



Relay

Good Service Bad Moderation
Reputation Grows Reputation Drops
Revenue Failure

Game Effect: Relays compete on a reputation equilibrium where quality service attracts
more users, while poor moderation drives them away.

5. Comparative Analysis: Nostr vs Centralized Two-Sided Markets

_
B

5.1 The Value Capture Question

Nostr

Centralized

" Relay ——

Creator User

'¥Zaps—/

Creator Platform Ads Revenue

6. Equilibrium Analysis: The Relay Market

6.1 Stable Market Configuration



Free

Open Relays
Curétion Upgrade
Speciglized Pgid
Bitcoin Only Subscription Relays

6.2 Nash Equilibrium Conditions



Stability Condition

Sum of Relay Revenue
> Sum of Relay Costs

4

N

Revenue Sources

Cost Components

Subscription fees

Bandwidth

Zaps from users

Storage

Donations

Compute

Sponsorships

Maintenance

\

)

Stable Equilibrium

A mix of free, paid, and

specialized relays
coexists

Each serves a different

user segment




Users multi-home
across tiers

Relays compete on
quality

Stable Equilibrium: A mix of free, paid, and specialized relays coexists, each serving a
different user segment. Users multi-home across tiers, and relays compete on quality.

6.3 Path Dependence and Tipping Points

_—>»  Growth ——>  Tipping Point

Low Usage

/—> Shutdown
\

Users Migrate =~ ——

\ New Relay

Game Effect: Relays must achieve critical mass to sustain operations. Free relays face
pressure to convert to paid or specialize; paid relays face pressure to justify their fees via
quality.

7. Conclusion: Relays as Decentralized Platform Infrastructure

Key Insight: Nostr relays function as platform infrastructure but operate in a competitive
market rather than a monopolistic one. User sovereignty (portable keys) and multi-homing
(connecting to many relays) displace network effects from individual relays to the protocol
layer.



Nostr Protocol

Creators

W

Relays

Zaps

Quality Curation Fees

.

Consumers

The result: An attention and infrastructure economy where relays serve users rather than
users serving platforms.
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Principal-Agent Problems in Nostr: Structural Minimization of Agency Costs
A Whitepaper on Delegation, Trust & Cryptographic Discipline in Decentralized Protocols

Document version: 1.0

Thesis

The principal-agent problem describes the friction that arises when one party (the principal)
delegates work to another (the agent) whose interests may diverge. In Nostr, users are
principals; client developers and relay operators are agents. Because Nostr decouples
identity, data, and presentation, the protocol structurally minimizes agency costs that
plague centralized platforms. This document maps each classic agency cost to its Nostr-
specific mitigation, showing where residual risk remains.

1. What Is the Principal-Agent Problem?

Principal-Agent Problem

A principal (user) hires The agent's incentives The principal cannot
P pal ( ) The agent has 9 . P P
an agent . . may diverge perfectly
information asymmetry —> - )
(developer, operator) to o from the principal's monitor the agent's
. the principal lacks . .
act on their behalf interests behavior

Agency Costs Arise in Three Forms

Agency Costs

Monitoring Costs Bonding Costs Residual Loss
Definjtions
v
Monitoring costs: Bonding costs: Agent's
N ¢ J J Residual loss: Welfare
Principal's expense expense to .
) : lost despite
to observe agent credibly commit to o .
, . ) monitoring and bonding
behavior principal interests

2. The Three Principal-Agent Relationships in Nostr



User / Principal

/ T~

Builds Ul, curates feed, Stores events, serves
signs events queries

/

Relay Operator / Agent

Client Developer / Agent

2.1 User — Client Developer

Aspect
Delegated task Agent interest Principal interest Classic risk
Detail
Present feed, sign Client injects ads,
events, User retention, feature Accuracy, privacy, no tracks behavior,
manage keys, curate adoption, monetization manipulation, portability shadows content, leaks
content keys
2.2 User — Relay Operator
Aspect
Delegated task Agent interest Principal interest Classic risk
Detail

Store events, serve
queries,
apply moderation policy

Cost recovery, policy
enforcement, legal
compliance

Availability, censorship
resistance, privacy, low
latency

Relay censors content,
sells metadata,
goes offline, alters
policy

3. Classic Agency Costs vs. Nostr Mitigations
3.1 Monitoring Costs
Classic problem: Principal cannot easily verify agent behavior.

Nostr mitigation: The protocol is open, verifiable, and inspectable.



Open-source clients

Signed events

Mechanism

Relay Information
Document

Outbox model ‘

Event deletion requests

Vanishing requests

NIP

E S

Agency Cost Reduced

ESNES

-] ES

Every event is
cryptographically
verifiable

User can demand
deletion and verify

User can audit what
relays still hold

User directs queries to
specific relays

Relay policies and limits
are self-declared

User or third party can
audit code

Residual monitoring cost: Users cannot fully verify that a client isn't silently logging keys or

that arelay isn't logging IPs.
3.2 Bonding Costs
Classic problem: Agent must credibly commit to principal interests.

Nostr mitigation: Agents stake reputation and portability.

Zaps to relay

Mechanism

Self key

Relay Information
Document

Trusted Assertions

‘ Paid relays

NIP-05 domain

NIP

N en] T[] [wewe] [

Bonding Effect

Relay operator publicly Operator publishes
ties contact,
identity to a domain software, ToS

Third parties can score
agents publicly

Fees create financial
stake in reputation

Users can financially
reward good behavior

Relay can sign events
with its own pubkey

Residual bonding cost: There is no global stake-slashing mechanism. A relay can misbehave

and re-brand.
3.3 Residual Loss

Classic problem: Even with monitoring and bonding, some welfare is lost.

Nostr mitigation: Exit is nearly free.



Mitigation Mechanism

Portable identity Multi-homing Event portability Client choice Outbox model

NIp

- — — — NIP-65

Residual Loss Reduced

Keypair is user-owned; BB E EO 6

y,p . ! Connect to many relays; published; Dozens of clients exist; User controls which
switch clients/relays . . . a :

. L . no single point of failure content is not locked to bad UX leads to switch relays see what
without losing identity o T

Residual loss: If a bad actor has already exfiltrated keys, damage may be irreversible.

4. Comparison: Centralized vs. Nostr Agency Costs

5. Where Agency Costs Remain in Nostr

5.1 Client Developer Residual Risk

Can_—>  Log keys

Can—» Track behavior

User —Trusts—» Client Developer

Can—» Inject ads

Can—» Shadow-censor




Key exfiltration

Risk

Behavior tracking

Ad injection

Shadow censorship

A

A

Mitigation

NIP-46 (remote signer),
NIP-07 (browser signer)

Open source, self-
hostable

Client portability

Outbox model, multi-
client

A

User must choose
trustworthy signer

A

Residual

Non-technical users
can't verify builds

Users may not
notice subtle bias

Requires user vigilance

5.2 Relay Operator Residual Risk

Relay can silently drop

IP logs still exist

A

Can—» Censor events
Can—»  Sell metadata
User ——Trusts—» Relay Operator
Can——  Go offline
Can—»  Change policy
Risk
Censorship Metadata sale Availability Policy changes
Mitigation
Multi-homing, NIP-65 NIP-59 (gift wrap), paid Multiple relays NIP-11 tranjc,parency,
relays exit
Residual

User must maintain
relay list

User may not monitor
changes




6. Game-Theoretic Equilibrium of Agency in Nostr

6.1 The Monitoring Game

User

Monitor Agent?

Yes No
Costly but Safe Cheap but Risky
Agent behaves Agent may drift

Nash Equilibrium: Because monitoring is cheap (open source, cryptographic verification),
users can afford to monitor at low cost. Agents therefore face strong pressure to behave.

6.2 The Exit Game



Agent Misbehaves

Yes No
Agent Loses User Agent Retains User
Agent's Reputation Agent's Incentive to
Drops Misbehave Grows

Nash Equilibrium: Because exit is nearly free (portable keys, multi-homing), the threat of exit
is credible. Agents therefore have a strong incentive not to misbehave.

6.3 The Bonding Game

Agent Wants Trust

How to Bond?

Zaps
{ ' } !

Public Domain Identity Published Policies Financial Stake Community Reputation

— N e

Credible Commitment




Nash Equilibrium: Because multiple bonding mechanisms exist, agents can choose the
lowest-cost credible commitment. Users can verify these commitments at low cost.

7. Agency Cost Matrix by Nostr Role

Role
Reader Publisher Signer Payer Community member
Prirjcipal
User User User User User
Agent
Client Client and Relay Remote signer LNURL service Group relay

Tracking, bias

Censorship, downtime

Dominanf Agency Cost

Key exposure

Custody, privacy

Moderation abuse

Nostr Mitigation

Open source, portability

Multi-homing, NIP-65

NIP-46, NIP-07, NIP-49

NIP-47, NIP-61, NIP-59

NIP-29 forks, NIP-51 lists

8. Why Nostr Minimizes Agency Costs Structurally

8.1 Separation of Concerns

Identity / Keypair

User

Data / Events

Relays

Presentation

Clients




Because identity, data, and presentation are separated:

Consequences

No agent controls all
three

No agent can lock the
userin

No agent has full
information

8.2 Cryptographic Verifiability

Agent Action

A

Cryptographic Artifact > User Can Verify

> Trust Reduced

Every action leaves a verifiable trail: signatures, relay lists, deletion requests, zap receipts.

8.3 Exit as Discipline

Agent Misbehaves

v

User Exits

Agent Loses

Revenue/Reputation

Agent Corrects Behavior

Because exit is cheap, agents face a market discipline that centralized platforms avoid.

9. Residual Agency Costs and Open Problems




Open Problem

steal keys

Relays see user IPs

without notice

or per-provider

Ke filtration by
e exdier:ts")" Y ‘ 1P address logging ‘ ‘ Silent censorship ‘ Metadata correlation ‘ ‘ Reputation portability Client auditability
Description
A malicious client can Relay drops events Timing analysis on gift Reputation is per-relay Non-technical users

can't verify builds

Potential NIP Direction

Better NIP-46 adoption;
hardware signers

Tor integration,
paid privacy relays

NIP-67 EOSE hints,
third-party monitors

timestamps (NIP-59)

NIP-85 trusted
assertions
as a market

Reproducible builds,
signed releases

10. Conclusion: Agency Costs in Nostr Are Low but Not Zero

Key Insight

Nostr does not eliminate the principal-agent problem. It restructures it:

Agency relationships
become

Structural Restructuring

Monitoring becomes
cheap and

multi-modal and

Bonding becomes

Exit becomes

temporary and . . credible and near-free
reversible cryptographic reputation-based K

Equilibrium Shift

From: Agents dominate
principals

—

To: Principals discipline
agents
through credible exit

The residual risks — key exfiltration, IP logging, silent censorship — are real but bounded.
They are the subject of active NIP development (NIP-46, NIP-59, NIP-67, NIP-85) and

represent the frontier where agency costs in Nostr may be further reduced.

Appendix: NIP Reference Table
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Nostr as Structural Antidote to Monopoly and Monopsony Power
A Whitepaper on Market Structure, Surplus Extraction & Platform Resistance

Document version: 1.0

Thesis

Traditional social platforms exhibit both monopoly power (single seller of access to an
audience) and monopsony power (single buyer of user attention and creator labor). Nostr
structurally resists both by separating identity, storage, and presentation, preventing any
single actor from controlling the terms of exchange. This document defines, measures, and
quantifies Nostr's resistance to platform lock-in and consumer surplus extraction.

1. Defining the Market Failure

1.1 Classical Definitions

Market Structure

Monopoly Monopsony Bilateral Monopoly Platform Bilateral Market
Definition
Single seller of a good Single buyer of a good Single seller facing Platform mediates
with no close substitutes with no close substitutes single buyer two sides

Who Exploits Whom

Seller extracts Buyer extracts Depends on Platform extracts
surplus from buyers surplus from sellers bargaining power from both sides

1.2 Legacy Social Media as Bilateral Monopolist

A platform like Twitter/X acts simultaneously as:



Monopolist toward
advertisers

Simultaneous Roles

Monopsonist toward

Monopolist toward

— —
Opaque Algorithm

Sources of Market Power

Payment

Extraé:ts surplus
from all sides

creators third-party developers
and readers SR &
Explangtions
Only buyer of that :

Only seller of access audience's Controls API access,
to a specific audience attention and creative data, and integrations
output

Curated Feed——,.
Readers
Attention
Labor + Content “—
—
Creators Platform  ——Ad Inventory

Advertisers

------ »  Profit

Network effects

Data ownership

Source

API control

‘ Moderation monopoly ‘

‘ Attention aggregation

Users are on one
platform - Lock-in

Platform owns user
graph - Switching costs

Legacy platform

Platform controls
developer access -
Developer dependency

Platform controls
visibility - Censorship
power

Platform owns the feed
- Ad pricing power

2. Nostr's Structural Antidotes

Nostr addresses both problems by decomposing the platform into three separable layers:




Identity Layer

User Keypair

—_—_— Data Layer
\\ T
Relay 1 I Relay2 | * Relay N
Same identity
across all layers
Presentagjon Layer
Client 1 Client 2 Client N

Each Layer Is Contestable

3. Measuring Monopoly Resistance

3.1 The Switching Cost Index (SClI)

Definition: The cost a user incurs to move from one provider to another, expressed as a

fraction of the total value of the relationship.




SCI Formula

SCl = C_switch /
V_relationship

Where

C_switch = cost of
switching
(monetary, social,
technical)

V_relationship = total
value of the
user's presence on the
platform

3.2 The Lock-In Resistance Score (LRS)

Definition: A composite metric measuring how many independent paths exist for a user to
exit a provider.



LRS Formula

LRS =T w_ i E_i

Where

E_i = number of viable
exits at layer i

w_i = weight of that
layer
(identity, data,
presentation, curation,
monetization)

Layer
Identity Data Presentation Curation Monetization
Exit Options
limited (ki i
Unllialices) (Teppeels All relays Dozens of clients DVMs, self-hosted filters Lightning, Cashu, LNURL
portable)
Weight
0.30 0.25 0.20 0.15 0.10
Contribution
0.30 0.25 0.20 0.15 0.10

A legacy platform scores near 0.05-0.15 because identity, data, and monetization have no
exit.

3.3 The Concentration Ratio (CR)



Definition: The share of total activity held by the top k providers.

CR Formula

CR k = (Z_{i=1}"k s_i)
/(Z_{i=1}"ns_i)

Where

s_i = activity (posts,
users) in provider i

Metric
Top 10 relay share Top 1 country share Top 1 AS share \
———

J I I B

Fediverse (Mastodon) i} 1 Nostr I I
0 0

‘ ~80% ‘ ‘ ~60% (japan) ‘ ‘ ~60% ‘ ‘ ~4% ‘ ‘ ~40% ‘ ‘ ~15% (US) ‘ ‘ ~20% ‘

Interpretation: Nostr's CR« is significantly lower than both Fediverse and legacy platforms,
confirming structural monopoly resistance.

4. Measuring Monopsony Resistance
4.1 The Surplus Extraction Ratio (SER)

Definition: The share of total welfare generated by an exchange that is captured by the
platform rather than the participants.

SER Formula

SER = Platform
Revenue / Total Welfare
Generated




Legacy social

Legacy creator fund

Platform

Subscription platform

Nostr + Zaps

Nostr + paid relays

Revenue Source

Ads Ad share Subscriptions Zero intermediary Relay fees
SER

0.60-0.90 0.55-0.90 0.30-0.50 0.00-0.05 0.05-0.15
Notes

Platform captures most
surplus

Creators receive small
fraction

Platform captures a third

Direct creator capture

Relay covers costs

4.2 The Creator Capture Rate (CCR)

Definition: The fraction of a reader's payment that reaches the creator.

CCR Formula

CCR = Creator Receives
/ Reader Pays

Platform
YouTube ‘ Twitter ‘ ‘ Spotify ‘ ‘ Substack ‘ Nostr (direct zap) ‘ ‘ Nostr (zap split) ‘ ‘ Nostr (paid relay)
ader Pays
$1.00 (ad view) $1.00 (ad view) $1.00 $1.00 1,000 sats 1,000 sats 1,000 sats
eator Receives
~$0.55 ‘ ~$0.10 ‘ ‘ ~%$0.70 ‘ ‘ ~%$0.90 1,000 sats ‘ ‘ 1,000 sats (split) ‘ ‘ ~950 sats ‘
CCR
0.55 0.10 0.70 0.90 1.00 1.00 0.95

Interpretation: Nostr's CCR is structurally near 1.0, meaning monopsony extraction of creator
surplus is nearly eliminated.

4.3 The Attention Capture Ratio (ACR)

Definition: The fraction of user attention monetized by the platform versus the user's own

chosen purposes.



ACR Formula

ACR = Attention Sold to
Advertisers / Total
Attention Spent

Half of attention
monetized by platform

Heavy algorithmic
monetization

Ads + promoted content

User pays for curation;

no ads

Platform
Facebook TikTok Twitter/X Nostr (DVM-curated) Nostr (zap-based)
ACR,
0.40-0.60 0.50-0.70 0.30-0.50 0.00-0.10 0.00
Note:

Attention is not sold

5. The Comprehensive Resistance Matrix

6. Game-Theoretic Analysis of Resistance

6.1 The Platform's Extraction Game




Platform

Extract More Surplus?

Yes

! }

Raise Fees/Ads Maintain Current Terms

Stable Extraction

Yis \

Revenue Loss Revenue Gain

Reduced Extraction

Nostr Equilibrium
ostr Equilibriu Legacy Platform

Nash equilibrium is
y - " i . Platform keeps
Exit costs are near zero Users leave Platform must compete minimum extraction Exit costs are high Users stay extractin
or quality competition 9




6.2 The Creator's Bargaining Game

Creator

Bargaining Power?

Legacy Nostr
Low: Only Platform High: Many Platforms
Accept Platform Terms Choose Best Terms
Surplus Extracted Surplus Retained

6.3 The Relay Operator's Competitive Game



Relay Operator

Yes

{

Overcharge?

No

}

Users Migrate

Keep Users

Revenue Drops

Sustainable Revenue

Reverse Overcharge

Nash Equilibrium: Relay operators compete on price and quality because exit is costless.

7. Empirical Evidence from the Nostr Study

7.1 Concentration Evidence

Total relays Top relay share of posts

Total posts analyzed ‘

After accounting for
multi-homing

Relays per post (avg) ‘ ASes per post (avg) ‘

Countries with relays

ASes with relays

17.8M 712 EERICELOMNE 4% (effective) 34.6 12.4 44 151
homing)
Sou
§3.2 §3.1 §4.1 4.1 §5.1 §5.1 §4.2 4.2

7.2 Availability Evidence




Finding
C : Fedi
Posts available after top Posts available after top ompare: rediverse
after top 10 ASes
30 relays removed 10 ASes removed
removed
\ Value
>90% >80% <10%
\ Sgurce v
§5.2 §5.2 §5.2 (cited)

Interpretation: Nostr's survivorship after simulated takedowns demonstrates structural
monopoly resistance.

7.3 Financial Sustainability Evidence

Finding
Free relays unable to Paid relays that cover
y Dead relays observed Zaps to relays Y
cover costs costs
Value

95% 132 64% receive none Most (50-1k users)
Source

§4.4 §4.3 §4.4 §4.4

Interpretation: The relay layer is contestable but financially fragile; the monetization layer
(zaps) provides a viable path but requires NIP-57 adoption.

8. Quantifying Consumer Surplus Retention

8.1 Consumer Surplus in Legacy Platforms



Definition

CS_legacy = WTP -
(attention cost + data
cost + ads)

Components

What users would be
willing to pay for the
service

What they actually pay
(in attention, data, and
money)

Result

Platforms capture most
of
this surplus via ads and
data

8.2 Consumer Surplus in Nostr




Definition

CS_Nostr = WTP - (relay
fees + client costs +
zaps)

Components

Relay fees are optional
and low

Clients are free and
open-source

Zaps are voluntary

Result

Nostr users retain the
majority of their
consumer surplus - it is
neither extracted
by an intermediary nor
converted into
advertising revenue

8.3 Comparative Consumer Surplus



9. Systemic Extraction Resistance Summary

9.1 The Extraction Resistance Scorecard

S

e

9.2 The Nostr Resistance Profile

Low CR1: decentralized
relays

Multi-homing:
redundant infrastructure

No lock-in: portable keys

No ad intermediation User-chosen curation

gl Direct creator payment

‘ Exit credibility: cheap ‘

Zero platform surplus
extraction

10. Open Problems in Resistance Measurement

Open Problem

Metcalfe's Law . Quality-weighted Censorship resistance
q Latent concentration q
adaptation metrics under attack

Financial sustainability DVM concentration

Description

Network value scales . . . Simulated takedowns .
) Multi-homing may hide . Curation markets may
with n2, . Not all relays are equal don't Free relays are fragile
q concentration concentrate
but which n? capture all attacks

Open Research Question

How to measure How to incentivize relay
network value How to detect emergent How to weight relays by How to model targeted operation How to prevent DVM
in a multi-homed relay concentration? user-perceived quality? relay attacks? without reintroducing monopolies?
network? rents?

11. Conclusion: Nostr as Structural Antidote to Platform Power

Nostr's decomposition of the platform into separable identity, data, and presentation layers
creates a market structure fundamentally different from legacy platforms:

Key Findings

Theoretical Contribution

Nostr demonstrates that the platform need not be a monopolist. By separating:



Layer Separation

Identity (keypair)

Data (events)

Contestable market at
every layer,
with the discipline of

replacing the discipline
of regulation

Presentation (clients)

Empirical Contribution

The empirical study confirms:

Empirical Findings

Concentration is low
(CR1 = 4%)

removals)

Availability is high
(>90% after major relay

Replication is extensive
(34.6 relays per post on

average)

Financial sustainability
is fragile
(95% of free relays
cannot cover costs)

N

_

Implication

]

Monopoly resistance
comes with a cost:

excessive replication,

wasted bandwidth,
and sustainability
challenges

/

Open Research Agenda




Open Research Agenda

1. Optimal replication
number:
How many relays
should a post be sent
to?

2. Financial
sustainability models:
Can relays survive
without reintroducing
rents?

3. Reputation portability:
How to migrate
reputation across
relays?

4. DVM concentration:
Will curation markets
become monopolistic?

5. Longitudinal analysis:
How do these metrics
evolve over time?

Appendix: Formal Definitions




Metric

Switching Cost Index

‘ ‘ Lock-In Resistance Score ‘

‘ Concentration Ratio ‘

Surplus Extraction Ratio ‘

Creator Capture Rate

Attention Capture Ratio

SCI = C_switch /
V_relationship

LRS = S w_iE_i

Formula

CRk =3 {i=1}~ks_i/
Tsi

SER = Platform Rev /
Total Welfare

CCR = Creator Receives
/ Reader Pays

ACR = Attention Sold /
Attention Spent

0 = free exit, 1 = full
lock-in

1 = fully contestable

Interpretation

1 = monopoly, 0 =
perfect competition

0 = no extraction, 1 =
full extraction

1 = full capture, 0 = full
extraction

0=noads, 1=all
attention monetized
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Behavioral Economics Study: Observing User Decision-Making Under Cryptographic
Frictions, Key Management Requirements, and Custom Client Interfaces

A Whitepaper on Commitment Devices, Cognitive Taxes & the Behavioral Architecture of
Nostr

Document version: 3.0

Thesis

Nostr replaces the smooth UX of centralized platforms with a set of deliberate cryptographic
frictions—key management, multi-relay connections, client selection, and zap calibration.
Behavioral economics reveals how users respond to these frictions: some frictions are
cognitive taxes that deter adoption, while others are commitment devices that produce
stronger sovereignty and healthier communities. This chapter maps the behavioral
landscape of Nostr using established frameworks (Prospect Theory, Dual-Process Theory,
Fogg Behavior Model, Ego Depletion, Loss Aversion, Network Effects) and identifies design
levers that turn cryptographic friction into user agency.

1. Framing the Behavioral Problem
1.1 The Paradox of Crypto UX

Centralized platforms optimize for zero friction. Nostr's architecture mandates friction. Each
item below is a design surface—a place where a friction can be tuned as tax or as
commitment device.

Behavioral economics asks: Why would rational users accept these frictions? And when they
do, what behavioral shifts emerge?

1.2 The Behavioral Value Proposition

Nostr trades immediate convenience for:



Trade-Offs

Sovereignty (self-
custody identity)

Portability (exit without

loss)

Composability (build
your own client)

Direct monetization
(zaps)

\ Delayed-Gratification
Acceptance requires
user to value

long-run state

(sovereignty)
more than short-run
state (convenience)

For users who do not
yet value sovereignty,
the same friction is
pure tax
with no offsetting
benefit

Segmentation is
therefore
load-bearing, not
optional

—

2. Frameworks Applied to Nostr

2.1 Prospect Theory (Kahneman & Tversky, 1979)

Key insight: Users weigh losses roughly 2 X more than equivalent gains.

Applied to key management:

User Considers Nostr ~ ——»

Loss Frame—»

Gain Frame—»

| could lose my key = Loss aversion approx 2x
catastrophic loss weight \
Decision
| own my identity = J
W y identi y Gain weight
sovereignty gain

Behavioral prediction: Users over-weight the possibility of losing their nsec. This explains:



Explanations

Why 'not your keys, not
your coins'
is emotionally powerful

Why NIP-49 password-
encrypted keys
and social recovery
reduce perceived loss

Why onboarding that
frames self-custody
as empowerment
outperforms fear-based
framing

Critical tension: Every mitigation that reduces perceived loss also reduces the commitment-
device effect. A custodial onboarding flow lowers the loss frame but delays or eliminates the
sovereignty transition. The design question is not "how do we reduce perceived loss" but

"how do we sequence loss reduction so it doesn't erode commitment." See § 3.1 for the
phased model.

2.2 Dual-Process Theory (Kahneman, 2011)
Key insight: Fast, intuitive (System 1) vs. slow, deliberate (System 2) cognition.

Refinement: Real usage is System 1 within a configured System 2 envelope. A user who has
set up 3 relays, a DVM, and a default zap amount then operates entirely in System 1—but
their defaults encode prior System 2 decisions.



Action

Daily scrolling Zap on a post Relay selection DVM configuration Initial client choice
System
1 1 (if pre-calibrated) 2 2 2
Effgct
Habitual, low load Low-friction signaling Deliberate sovereignty Personalization tax Identity expression
Who Dgcides
User User (prior System 2) User (or developer) User (or developer) User

Prediction: Most users will stay in System 1. Sophisticated features (custom relay lists, DVM
selection) require System 2 effort and will be used by a minority. Clients must make System 1
defaults excellent.

2.3 Fogg Behavior Model (Fogg, 2009)
Formula: B = MAT (Behavior = Motivation X Ability X Trigger)

Refinement: The Trigger is typically social, not procedural. Onboarding flows are procedural
prompts; the strongest Nostr trigger is another person—someone you follow zaps
something, or a creator announces they've joined.

Factor

Motivation Ability Trigger (procedural) Trigger (social)

Requirement

User values sovereignty, -
L Friction must be small A trusted person
monetization, or Clear cue to start
enough to act demonstrates value
uncensored speech

Design Lever
One-click key gen, Zap receipts in feed,
Marketing; showcase .y < . P P
TS G custodial Onboarding flows, creator
Jas g onboarding, NIP-46 'try Nostr' links announcements,
P signers bridged invites
Trigger Type

— — Prompt Person




Behavioral insight: If Ability is too low (nsec backup friction), Motivation must be extremely
high. This explains why Nostr's early adopters skew toward Bitcoiners and free-speech
advocates. The strongest onboarding path is a social trigger from someone the user already
trusts.

2.4 Ego Depletion & Decision Fatigue (Baumeister et al., 1998)

Key insight: Decision-making capacity is a finite resource.

Decision
Decide when to back u
Choose a client Choose relays Choose a DVM Decide zap amount - P
Cognitiye Cost
High Medium High Medium High

Mitigation
Client defaults; Schelling points IR, (EESIRIE
Curated client lists . o Default DVM per client Ui encryption,
optional customization (21 sats, 1k sats) )
social recovery
Defaulf Type
Authored Authored or Ratified Authored Ratified Authored

Refinement: Defaults are not monolithic. Distinguish:



Default Types

Authored defaults Ratified defaults

Definitions

Set by the user at some

Set by client developers _
prior moment,

at build time
then forgotten
Behavioral Object
Convenience, low Agency, but potentially
agency stale
Intervention
Transparency Rotation prompts

A default relay list chosen by a client developer is a very different behavioral object from one
chosen by the user six months ago and never revisited. Clients bear moral responsibility for
both, but the intervention differs.

Prediction: Users default to the path of least resistance. Default settings dominate behavior.

2.5 Loss Aversion & Status Quo Bias

Key insight: Users prefer the current state to change.



Applied to Migration

The cost of leaving
Twitter feels
larger than the benefit
of joining Nostr

Behavioral solutions:
importable follow lists,
NIP-05 domain
mapping, bridged
content (NIP-48)

Status quo bias: users
who try Nostr but
don't see immediate
value return to legacy
platforms

Empirical Imyplication

Nostr needs narrative
to overcome
status quo bias.
'Decentralized Twitter'
is not enough. 'You own
your voice,
and you get paid for it'
is a stronger frame.

2.6 Network Effects (Katz & Shapiro, 1985; Farrell & Saloner, 1985)

Key insight: Every framework above is individual-level. But Nostr's value proposition is
fundamentally social—zaps only matter if others zap, relays only matter if others publish,
clients only matter if others use them.



Switching Cost

Distinctior

Leaving Twitter costs
you your audience

o

Switching costs in
network goods are
qualitatively
different from switching
costs in standalone
goods

Leaving a note-taking
app costs you your
notes

This is why 'exit is
nearly free' is
technically true for the
key but
behaviorally false for
the network position

Follow graph

// Identity (keypair)
| Not Portable

o
-

li| Context, history Must be re-earned

Engagement context

Behavioral implication: Nostr adoption is not a switch but a build. Users must rebuild

network position. This is the deepest status quo bias to overcome.

3. Key Behavioral Domains in Nostr

3.1 Key Management as Commitment Device (with Sequenced Loss Reduction)

Boundary condition: Commitment devices require the user to value the long-run state
(sovereignty) more than the short-run state (convenience). For users who do not yet value

sovereignty, the same friction is pure tax.

Phased model (resolving the loss-aversion tension):




Phase 1: Custodial
Onboarding

Low friction, low \
No

commitment

User Values

Sovereignty?

Yes

!

Phase 2: Prompted Self-
Custody

[

NIP-49 encrypted key No

User Backs Up?

Yes

!

Phase 3: Sovereign User




NIP-46 signer, hardware

!

Phase 4: Hardened
Sovereign

Commitment deepened

!

Higher switching cost =
stronger identity




Phase 1: Custodial

Loss frame: 'You can't
lose it

Commitment frame:
"Try it risk-free'

Target segment:
Casuals, lurkers

v
Phase 2: Prompted

Loss frame: '‘Back up to
keep it

Commitment frame:
'Now it's yours'

Target segment: Free-
speech advocates

y
Phase 3: Sovereign

Loss frame: 'You own it—
protect it'

Commitment frame:
'You are your keys'

Target segment:
Creators, Bitcoiners

y
Phase 4: Hardened

Loss frame: 'Distribute
risk'

Commitment frame:
'Institutional-grade
custody'




Target segment:
Developers, whales

Design implication: Onboarding should present self-custody as the reward, not just the cost.
"You are your keys" is more motivating than "you must back up your keys." The phased
model lets loss reduction and commitment deepen together, rather than trading off.

3.2 Zaps as Costly Signaling (Spence, 1973; Zahavi, 1975)

Signal Types

Free likes = cheap talk Zaps = costly signal
(low credibility) (high credibility)

Empirical behavioral effects:



Effects

Users perceive zapped
content
as higher quality

Zaps create Schelling
points
(21 sats = 'like', 1k sats
= 'meaningful’,
100k sats = 'patronage')

Zapped users may
experience
reciprocity (Cialdini,
1984)

Refinement: Reciprocity has a gradient. Cialdini's norm is robust for in-kind, similar-
magnitude, short-latency exchanges. Zaps are asymmetric (whales zap minnows), variable-
magnitude, and often delayed. Reciprocity holds within status-similar dyads and breaks
down across status gradients (whales don't feel obligated to zap back minnows).

Dyad Type
Peer & Peer Whale - Minnow Minnow —» Whale Community pool
| Reciprocity !
A y
Weak (one-way Weak (deference
Strong ) ) Strong
patronage) signaling)
I v Design Implication ! v

Let it emerge Don't expect zap-back Different motivation Flatten the gradient




Design implication: If you want a reciprocity norm across the network, you need
mechanisms that flatten the status gradient: matched zaps, community pools, weighted
zaps. These belong in the reciprocity toolkit, not just the anti-inequality toolkit.

3.3 Multi-Homing & the Behavioral Cost of Exit (Hirschman, 1970)

Loyalty

Strategy

Nearly free (portable
key) Amplified (zaps, public

— but network position posts)
is not portable

Ignored (opaque

Forced (lock-in
algorithm) ¢ )

Costly (lose followers)

Optional (no lock-in) ‘

Behavioral insight: Because exit of keys is cheap, voice becomes the dominant strategy. But
because exit of audience is expensive, users multi-home rather than leave. Relays and clients
must listen, because users can leave—but users rarely fully leave.

Prediction: Nostr communities will be more voice-driven than legacy platforms, and users
will multi-home more than they exit.

3.4 Custom Client Interfaces as Identity Signals (Bourdieu; Belk, 1988)



Insights

Choosing a client
becomes an identity
signal

Power users choose
sovereign clients
(self-hosted, no

dependency)

Casual users choose
convenient clients
(curated, custodial

onboarding)

Prediction: Client ecosystem will stratify by behavioral type:

Behavioral Type

Sovereigns Natives Casuals

Behavior

A

v

Self-hosted relays,
hardware signers,
custom builds

Multi-homing across

. Single custodial client
popular clients

3.5 Relay Selection & the Paradox of Choice (lyengar & Lepper, 2000)



Number of Options

0 (single relay) 1-3 (curated) 4-10 (moderate) 100+ (all relays)
Effect
Empowered users
Lock-in, low sovereignty Optimal for most users P Paralysis
choose
Recommendation
Avoid Default relay sets Advanced settings Expert-only territory
Default Type
— Authored Ratified —

Design implication: Client defaults should follow the "3 curated relays" principle: enough
choice to avoid lock-in, few enough to avoid paralysis.

4, Behavioral Predictions for Nostr Adoption

4.1 The Adoption Funnel



Aware

Curious No

Social Trigger?

Yes
!

Tries Nostr

Key Backup Decision

Commits Abandons

| }

Active User Churn




Uses Zaps?

Yes No
Economic Actor Passive Reader

Chooses Client/Relays?

Custom Ratified defaults
Sovereign User Default User
Lower churn, higher Higher churn risk if

agency defaults stale

Behavioral predictions:






Behavioral Predictions

Onboarding is the
bottleneck. Most users
abandon at key backup
if not framed
compellingly.

Social triggers
dominate procedural
triggers.
Adoption correlates
with a trusted person,
not a prompt.

Zap adoption is a
behavioral switch. Once
a user
sends their first zap,
they are far more likely
to remain active (sunk-
cost + reciprocity).

Client choice stratifies
over time. New users
stay
with defaults;
experienced users
migrate to
sovereign setups.

4.2 Behavioral Segmentation + Trust Stack



Segment
Bitcoiners Free-speech advocates Creators Curious lurkers Developers
Motivatio
Sovereignty, zaps Censorship resistance Monetization Curiosity Building
Abilit
High Medium Medium Low High
Patter
Multi-home, za Read, cross-post, less Zap-enabled, NIP-23 .
P P P . Read-only, drift away Custom setups, DVMs
frequently zap articles
Design Negd
Advanced tools Easy onboarding Payment tools Low-friction reading API, docs

Trust stack: Users trust layers, not a monolith. Each layer is a potential behavioral failure

point.

Trust Layer

Client Relay DVM ‘ Zap provider ‘ ‘ NIP-05 domain ‘ ‘ Hardware signer ‘

What User Trusts
Availability, censorshi . R
Ul, code integrity p}:)licy 2 ‘ Curation quality Payment custody ‘ ‘ Handle permanence ‘ ‘ Key custody ‘
Failure Mode
Deplatforming, . . . . Supply chain
‘ Silent algorithm change ‘ 7 . g ‘ Bias, spam ‘ Custody risk, fees ‘ ‘ Domain expiry ‘ LY .I
downtime compromise
Consequence

Churn to alternative

client Revert to manual zaps ‘ ‘ Reputation loss ‘ ‘ Catastrophic loss

Relay rotation ‘ Disable DVM ‘

Behavioral implication: A user who trusts Damus but not relays, or trusts Alby but not a DVM,
has a different risk profile than segment membership alone suggests. Onboarding should

surface the trust stack explicitly.

4.3 The "Nostr Moment" Hypothesis




Operationalized

A 'Nostr Moment'
occurs when new npub
creation
increases =10x week-
over-week within a 30-
day window,
correlated with a
discrete external
platform event
(policy change, outage,
mass moderation
action)

Observable Indicators

10x WoW new npub
growth

=>30% of new users
retain at day 30

=1 client with
confirmed capacity
headroom

NIP-05 domain
registrations spike in
parallel




Bridged content (NIP-
48) volume spikes in
parallel

Analogues

Bitcoin 2017/2021

Signal post-2020

Mastodon 2022

Prediction: Adoption will be event-driven, not gradual. Clients and relays should be prepared
for bursts.

5. Design Levers for Behavioral Engineering

5.1 Reduce Perceived Loss (Sequenced)



Lever

Custodial onboarding

Password-encrypted

Social recovery

NIP-46 remote signer

NIP-07 browser signer

keys (NIP-49) (research)
Mechanism
Removes loss frame Reduces catastrophic
. P Recovers lost key Key stays off device Key stays in extension
entirely loss
Phas
1 2 2-3 3 3
Example
NIP-46 signer-as-a-
@ 5|g.ner as-a ncryptsec file Multi-sig trust Hardware signer Alby
service

Caution: Each mitigation reduces the commitment-device effect. Sequence them after the
user has signaled sovereignty intent.

5.2 Strengthen Motivation

Lever
Showcase earnings NIP-05 domain mapping Cross-platform bridges Creator-to-creator zaps Social triggers
Mechapism
Direct evidence of value Familiar handles Content portability Community signaling Person-as-prompt

m

ample

Z ipts visible i
Zap leaderboards ada@example.com NIP-48 bridged events Zaps on kind:1 posts ap recelfp;:dwa ein

5.3 Reduce Cognitive Cost



Lever

Curated defaults Onboarding wizards One-tap zaps Familiar Ul patterns
. . Mechanism
Avoid paralysis Structured decisions Low-friction signaling System 1 engagement
. . Example .
3 relays, 1 DVM, 1 client Step-by-step setup 21-sat button Twitter-like layout
5.4 Strengthen Commitment
Lever
Key = identity framing Public zap history NIP-05 domain identity Badges (NIP-58)
Mechanism
A
Loss ave.r5|on - Costly signaling Reputation anchoring Non-transferable status
commitment
Example .

Custom domain Community awards

'You are your keys' Zap receipts on profile

6. Empirical Research Proposals

6.1 Studies To Run

‘ Friction decay ‘

DVM adoption

Study
‘ Zap calibration ‘ Zap reciprocity gradient ‘ ‘ Client churn ‘ Multi-homing

‘ Key backup behavior ‘ Phased custody ‘
Method
Rpi=tentrdg Cohort analysis (ol D S Dyadic analysis Track user migration Survey users Usage analytics Longitudinal survey
flows over time
Hypothesis
Phased (custodial - Reciprocity strong
Loss-framed onboarding sovereign) - higher 90- Schelling points emerge within peer dyads, Sovereign users chum Multi-homers report <10% of users Perceived cost of key
’ less than custodial users : mgmt / relay selection
— higher backup rate day retention than spontaneously weak across status ) higher satisfaction customize DVM
(controlling for tenure) drops =50% by day 30
direct sovereign gradients.

6.2 Metrics To Track




Metric

Backup Rate ‘

‘ First Zap Latency

‘ Multi-homing Rate ‘ ‘ Relay Diversity ‘

‘ Churn-to-Legacy

Zap Reciprocity

(normalized)

Friction Decay Rate

‘ Trust Stack Spread

Percent of new users
who back up nsec

Time from signup to
first zap

Users on more than 1

s per user

Definition

Percent returning to

Recipient zap-back rate

strength vs general

Habituation speed and

" ‘ Delta perceived cost Number of distinct trust
client centralized platforms divided by baseline divided by Delta days layers per user
i follow-back rate Y v vers p
Meaning
. Reciprocity norm
c°mm:$f:;;° E= Activation energy ‘ ‘ Behavioral sovereignty ‘ ‘ Resist centralization ‘

‘ Comparative friction

social response

commitment strength

Risk diversification




Transaction Cost Economics of Nostr Zaps: A Whitepaper

A Whitepaper on Micro-Payment Friction, Value Alignment & the Economic Revolution of
Content Monetization

Document version: 1.0

9.1 Overview of Transaction Cost Economics

Transaction Cost Economics (TCE) examines the costs incurred when participating in an
economic exchange. In the context of content monetization, these costs determine whether
a payment will occur at all. Traditional subscription paywalls and Nostr's native micro-
payments (zaps) differ fundamentally in their transaction cost structures, leading to radically
different economic outcomes for creators and consumers.

Transaction Cost
Framework

Search and Information
Costs

Low Total Cost—»  Transaction Happens

Bargaining and Decision

Costs \

Total Transaction Cost Payment Occurs?

Enforcement and /

Settlement Costs

High Total Cost—  Transaction Fails

Intermediary and
Platform Costs

9.2 Traditional Subscription Paywall Model
9.2.1 Structure of Traditional Paywalls

Traditional subscription paywalls operate on a bundled, periodic payment model. A user
pays a fixed fee (monthly or annual) to access a walled garden of content.



Traditional Subscription

Model

User

e

Monthly Fee 5 to 15 USD

{

Platform

Algorithmic Distribution

\

Ad Revenue

l

Advertisers

Revenue Share 50 to 70

Percent

i

Creator

Creates Content

l

Content Feed

9.2.2 Transaction Cost Breakdown

Search and Information Costs




Search and Information

C Ak~

User must discover the
platform,
evaluate whether the
bundle is worth
the price, and commit
to a subscription
before consuming
content

High uncertainty: user
pays before
knowing if specific
content will be valuable

No granular price
discovery for
individual pieces of
content

Bargaining and Decision Costs




Bargaining and Decision

C Ak~

Take-it-or-leave-it
pricing:
no negotiation, no pay-
per-piece option

Decision is binary:
subscribe to everything
or nothing

Mental accounting
burden: user must
justify recurring
expense against
uncertain future value

Enforcement and Settlement Costs



Enforcement and

Coatblavannt: Cacke

Payment processing
fees:
2 to 3 percent plus 0.30
USD per transaction

Chargeback risk and
fraud prevention costs

Currency conversion and
cross-border fees

Billing infrastructure
maintenance

Intermediary and Platform Costs




Intermediary and

Dlatfavin (CAck~

percent revenue

Platform takes 30 to 50

share

Payment processor
takes additional cut

Advertisers subsidize
but distort incentives

fraction

Creators receive only a

of user payment

9.2.3 Minimum Viable Payment Threshold

For a traditional paywall to be economically viable, the minimum payment must cover:

—

Minimum Payment

Payment Processing Fee

Platform Commission

Creator Minimum
Acceptable

\\

Administrative Overhead

0.30 USD plus 2 to 3
Percent

30 to 50 Percent of
Gross

Creator Needs
Meaningful Income

Billing, Support,
Compliance

—_ .

Total Minimum: 5 to 10

usbD

R

Key Insight: The minimum viable payment for traditional paywalls is 5 to 10 USD because

fixed costs (payment processing, platform overhead) must be amortized across a bundled




subscription. This creates a floor below which transactions cannot occur, even if the user
values the content at 0.50 USD.

9.3 Nostr Zap Model (Native Micro-Payments)
9.3.1 Structure of Zap-Based Monetization

Zaps are native micropayments sent directly from user to creator via the Lightning Network,
with the payment itself serving as a public receipt on Nostr relays.

Nostr Zap Model

User
Direct Micropayment 1 /A
or more sats

Instant Settlement

Creator

100 Percent Value

Zap Receipt Published _ Discover Content
f Retained
Relays Creator Wallet
Social Proof

T

Other Users

9.3.2 Transaction Cost Breakdown

Search and Information Costs



Search and Information

C Ak~

Content is freely visible
before payment;
user can evaluate
quality first

Zap button appears
directly on content;
zero-friction discovery

Social proof via public
zap receipts
shows what others
valued

Hashtags, relays, and
follow lists
enable organic
discovery

Bargaining and Decision Costs




Bargaining and Decision

C Ak~

Pay-what-you-want
model: user chooses
amount based on
perceived value

No commitment: pay
per piece,
no subscription required

Immediate feedback:
zap receipt confirms
payment and supports
creator

Zap splits allow
multiple creators to be
paid
simultaneously with
weighted distribution

Enforcement and Settlement Costs



Enforcement and

Coatblavannt: Cacke

Lightning Network fees:
typically less than
0.1 percent and often
less than 1 satoshi

Instant settlement:
seconds, not days

No chargebacks
(irreversible payments)

No currency conversion
for
BTC-denominated zaps

Minimal infrastructure:
client-side
zap button plus LNURL
server

Intermediary and Platform Costs




Intermediary and

Dlatfavin (CAck~

No platform commission

No payment processor
intermediary

Relay o
recei
do not

creator zaps

perators may
ve zaps but
take a cut of

Creator receives
approximately 100
percent
of zap value

9.3.3 Minimum Viable Payment Threshold

Minimum Zap

=

~N

Lightning Fee

No Platform Commission

No Payment Processor

v

Creator Receives Full
Value

Less than 1 satoshi,
often 0

A

0 Percent

.

J

Total Minimum: 1
satoshi, approx 0.0005

usD

A

0 Percent




Key Insight: The minimum viable zap is 1 satoshi (approximately 0.0005 USD), approximately
10,000x lower than the traditional paywall minimum. This enables transactions that were

previously economically impossible.

9.4 Comparative Analysis: Transaction Cost Structure

9.4.1 Side-by-Side Comparison

== = = ] = E—" |

9.5 Economic Implications of Reduced Friction
9.5.1 Enabling Micro-Transactions

The dramatic reduction in transaction costs enables entirely new economic behaviors:

Nostr Zap Capabilities

Pay per article Traditional Paywall
Constrair*

Cannot pay for single
article

Tip any amount

Cannot tip small

- Pay per segment, e.g. / amounts
Minimum 1 sat Y P 9 9

100 sats per 5 min

Minimum 5 to 10 USD

\> Cannot pay per-minute

Support dozens of
creators simultaneously

Cannot support many
creators

Zap splits for
collaborative content

9.5.2 Value-for-Value Alignment

Traditional paywalls create a misalignment between payment and value:



Traditional Misalignment

User pays before
consuming content
(uncertain value)

Platform decides
distribution
(algorithmic, ad-driven)

Creator is incentivized
to produce content
that drives
subscriptions, not
necessarily quality

Payment is
disconnected from
specific content

Zaps create alignment between payment and value:



Nostr Alignment

User pays after
consuming content
(known value)

User decides what to
support
(direct signal)

Creator is incentivized
to produce content
that users genuinely
value

Payment is directly tied
to specific content




Nostr: Aligned

User

Consumes

f

Content

/

Values

l

Zap Produces More

|

Social Proof

Direct Payment / \

Creator Other Users

Traditional: Misaligned

Payment

Platform

Algorithm No direct'feedback




Content

User

9.5.3 Positive-Sum Game

The reduction in transaction costs transforms content monetization from a zero-sum to a
positive-sum game:

Traditional: Zero-Sum

Nostr: Positive-Sum

Platform takes 30 to 50
No platform cut Percent

Minimal Lightning fees Payment processor

takes 2 to 3 Percent

Any payment size is
viable Only large payments
are viable

Total value captured by

intermediaries:
approximately 0.01
Percent

Total value captured by
intermediaries:
approximately 35 to 55
Percent




This means:

Implications

Creators receive more
per dollar spent by users

Users can support more
creators with the same
budget

More transactions occur
because the barrier is
lower

The total economic pie
grows

9.6 Friction Points and Remaining Challenges

9.6.1 Remaining Friction in Zap Model

Lightning Liquidity

Wallet UX

Friction Point

Price Volatility

Discovery

Spam Zaps

Tax and Compliance

Need inbound and
outbound liquidity for
payments

Managing Lightning
wallets can be complex

Description

BTC price @ Finding cont.ent worth
zapping

Low-cost zaps could be
used for spam

Varies by jurisdiction

Mitigation

Increasing with
adoption; LNURL, NWC

NIP-47 (NWC), Alby,
custodial options

Denominate in sats;
stablecoin zaps (Cashu)

Web of Trust, relays,
social proof

PoW, reputation, relay
policies

Evolving regulatory
landscape

9.6.2 Comparison with Other Micropayment Systems




Micropayment System

Credit Card Bitcoin On-Chain Lightning Zaps Cashu Nutzaps

Traditional Paywall PayPal or Venmo

pical Fee

0.30 USD plus 2.9
Percent

0.30 USD plus 2 to 3

1to 50 USD fee
Percent

Less than 1 sat fee 0 fee

5 to 10 USD minimum ‘

Friction Level

High Friction Low Friction Lowest Friction

High Friction Medium Friction

‘ Medium-High Friction

9.7 Quantitative Analysis
9.7.1 Break-Even Analysis

For a creator to earn 1,000 USD per month:

Nostr Zaps

Gross Needed: 1,000
usD

Intermediary Cut: 0.01
Percent, 0.10 USD

Creator Receives:
999.90 USD

Users Needed at 5 USD
avg: 200

Traditional Paywall

Gross Needed: 1,429
usD

Intermediary Cut: 30
Percent, 429 USD

Creator Receives: 1,000
usbD

Users Needed at 5 USD
per month: 286

Key Finding: Creators need 30 percent fewer users under the zap model to achieve the same
income, or alternatively, can earn 43 percent more from the same user base.

9.7.2 Long-Tail Creator Viability



Nostr Zaps

Creator with 100 fans

100 x 10,000 sats = 1M
sats

After 0.01 Percent fees
= approx 999,900 sats

Viable? Yes, more
income

Traditional Paywall

Creator with 100 fans

100 x 5 USD = 500 USD
per month

After 33 Percent fees =




335 USD

Viable? Barely

The reduced friction also enables nanocreators — individuals with small but dedicated
audiences — to monetize where traditional paywalls would be unviable.

9.7.3 Transaction Volume Effects

High Cost per

Low Transaction Volume

9.8 Case Studies and Real-World Evidence
9.8.1 Zap Adoption Metrics

Based on the empirical dataset from the Nostr study (2023-07-01 to 2023-12-31):

Metric

90th percentile zap 90th percentile zap
count amount

Average zap size

Relays receiving zaps

Total zap amount

Total zap transactions USD equivalent at time

Value

Approximately 137,000 Approximately 1,207 150,000 sats, approx 67
252,905 305,427,302 sats USD sats, approx 0.55 USD 36 Percent 471 transactions USD

Key Insight: The average zap size (approximately 0.55 USD) is far below the minimum viable
payment for traditional paywalls (5 to 10 USD), confirming that zaps enable transactions that

would otherwise not occur.
9.8.2 Zap Goals and Fundraising

NIP-75 (Zap Goals) enables crowdfunding with the same low-friction mechanics:



Creator Sets Goal

Traditional Crowdfunding

Publishes Kind 9041
Event

Platform Takes 5 to 10
Percent

Users Zap Goal Event

Payment Processing
Fees

Zaps Tallied from
Specified Relays

Creator Receives 85 to
90 Percent

Progress Visible to All

Goal Reached

Funds Directly to Creator

Comparison:




Traditional Crowdfunding

Nostr Zap Goals
5 to 10 Percent

platform fee
plus 2 to 3 Percent
payment processing
= approximately 10 to
13 Percent total fees

Approximately 0.01
Percent Lightning fees
= essentially free

9.8.3 Zap Splits for Collaborative Content

NIP-57 Appendix G enables multiple recipients with weighted distribution:

User Zaps Content

Zap Split Configuration

— I

Creator 1: 50 Percent Creator 2: 30 Percent Creator 3: 20 Percent

\ /

Instant Settlement

All Creators Paid
Simultaneously

This enables collaborative content monetization that would be administratively burdensome
under traditional payment systems.

9.9 Theoretical Framework: Why Zaps Reduce Friction

9.9.1 Coasean Analysis



Ronald Coase's theorem states that in the absence of transaction costs, resources will be

allocated to their highest-valued use regardless of initial allocation. In content monetization:

Nostr Zaps

Low transaction costs
allow
these exchanges to
oceur

9.9.2 Platform Envelopment

Moving closer to
Coasean efficiency

High transaction costs
prevent many
mutually beneficial
exchanges

Traditional Paywalls

User values content at

0.50 USD

Creator would accept
0.40 USD

But 5 USD minimum
prevents trade

Traditional platforms engage in platform envelopment — absorbing adjacent markets and
extracting rents. Zaps bypass this by removing the platform from the payment path:




Nostr: Platform

User

Direct Zap

1

Creator Social Proof

|

Receipt

AN

Relays

Creator

Traditional: Platform in
Middla

User

Platform

Payment Processor

Advertiser

9.9.3 Network Effects and Positive Feedback

Low transaction costs create positive feedback loops:
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9.10 Conclusion: The Transaction Cost Revolution

9.10.1 Summary of Findings




Key Findings

Traditional paywalls
impose a minimum
viable
payment of 5 to 10 USD
due to fixed costs
(payment processing,
platform commissions,
administrative
overhead). This creates
a floor
below which
transactions cannot
OCCuUr.

Nostr zaps reduce the
minimum viable
payment
to 1 satoshi (approx
0.0005 USD), a 10,000x
reduction, by
eliminating
intermediaries, using
instant Lightning
settlement, and
removing
platform commissions.

The effective fee for
zaps is approximately
0.01 Percent compared
to approximately 33
Percent
for traditional paywalls,
meaning creators

retain annroximatelv
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100 Percent of value
VS approximately 67
Percent.

This enables micro-
transactions, granular
pricing, direct creator

support, and
value-for-value
alignment that are
impossible
under traditional
models.

The result is a positive-
sum game where
creators
earn more, users pay
less, and more
transactions
occur, growing the total
economic pie.

9.10.2 Implications for the Future



Reduced Transaction

New Economic

il A

Collaborative

‘ Instant global payments ‘ ‘ No currency conversion ‘

‘ Pay-per-article ‘ ‘ Pay-per-minute ‘ ‘ Micropatronage ‘

monetization

3 4
More viable creators

Greater content
diversity

More innovation

Better user experience

9.10.3 The Core Insight

Transaction costs determine economic possibility. By reducing the cost of a transaction by
four orders of magnitude, Nostr zaps do not merely make existing transactions cheaper —
they enable entirely new categories of economic activity that were previously impossible.
This is the essence of the Transaction Cost Economics revolution that Nostr brings to content

monetization.



The traditional subscription paywall is a product of high transaction costs. When those costs
approach zero, the paywall dissolves, and a new economic model — based on direct,
granular, value-for-value exchange — emerges. Nostr's zap mechanism is not just a payment
system; it is a fundamental reconfiguration of the economics of content creation.

Appendix: NIP Reference Table

NIP-57 NIP-47

Title: Lightning Zaps Title: Nostr Wallet
Connect

NIP-75 NIE6L NIP-60 NIP-57 Appendix G

Title: Nut: Titl hu Wallet Title: Z lit:
VERHADEEH

TCE Function: Low-
friction crowdfunding

TCE Function: Zero-fee
anonymous zaps via
Cashu

TCE Function: Ecash-
based payments,
lowest friction

TCE Function: Multi-
party payment
distribution

TCE Function: Native

micro-payment
mechanism, zap
eeeee pts.
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TCE Function: Remote
wallet control, reduces
wallet UX friction
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A Whitepaper on Positive and Negative Externalities in Decentralized Social Protocols
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10.1 Introduction to Externalities in Nostr

An externality is a cost or benefit that affects a party who did not choose to incur that cost or
benefit. In the Nostr ecosystem, externalities arise because the protocol's design creates
both positive network effects (benefits that grow as more users join) and negative
externalities (costs imposed on relay operators and the network by certain user behaviors).
This section quantifies both sides of the ledger to assess whether Nostr's net social value is
positive.

Externality Framework
Positive/—b{ Benefit to Others }—»{ Network Effects
Ertemaliy Type
v Negative—-{ Cost to Others }—-{ Congestion, Spam, Bloat }—/

Net Social Value Positive or Negative?

10.2 Positive Externalities: Network Effects
10.2.1 Direct Network Effects

Direct network effects occur when the value of the network to a user increases as more users
join. In Nostr, these are amplified by the protocol's open, permissionless design.



Direct Network Effects

More Users

More Content

More Follows

More Engagement

Higher Value to Each
User

Quantification from Empirical Data:

Metric

Average replications Posts available in N N Autonomous Systems
N Countries with relays
per post multiple relays (ASes)

Relays

Total posts analyzed ‘

Unique pubkeys (users) ‘

ource

‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘ ‘ Wei and Tyson (2024) ‘

Key Insight: The value of Nostr to any single user increases with the number of other users,
because the social graph becomes richer, content becomes more diverse, and the likelihood
of finding relevant conversations increases.



10.2.2 Indirect Network Effects

Indirect network effects occur when the value of the network increases due to
complementary goods or services. In Nostr, these include:

Complementary

Coarviitienc

Client diversity:
More users attract more
client developers

Relay diversity:
More users attract more
relay operators

Application ecosystem:

More users attract more

app developers (NIP-89
handlers)

Payment infrastructure:
More users attract more
Lightning liquidity




Indirect Network Effects

More Client Developers »> Better UX

More Relay Operators Better Availability

A

More Users > More App Developers > More Use Cases > Higher Value

More Lightning Liquidity > Cheaper Payments

10.2.3 Censorship Resistance as a Public Good

Censorship resistance is a public good in the economic sense: it is non-excludable (everyone
benefits) and non-rivalrous (one person's benefit does not diminish another's). The
empirical data shows Nostr achieves high censorship resistance:

Attack Scenario

Remove top 30 relays Remove top 50 relays Comparison: Mastodon
R top 10 AS
(by users) (by users) emove top s (top 10 ASes)

Post Availability

A imately 90
More than 90 Percent ppro;:r:;:nety More than 80 Percent Less than 10 Percent

Key Insight: The censorship resistance of Nostr is a positive externality that benefits all users,
including those who never explicitly pay for it. This creates a free-rider problem where users

benefit without contributing to relay costs.
10.2.4 Positive Externalities from Zaps

Zaps create positive externalities beyond the direct payment:

Direct Payment

Discovery for Other
User Zaps Creator }—-{ Public Receipt }—»{ Social Proof }—» sco euz;s S 4>< More Zaps }—»{ More Content
\ Higher Network Value

Quantification:

Zap Externalities




Metric

90th percentile zap 90th percentile zap
count amount

‘ Total zap transactions ‘ ‘ Total zap amount ‘ ‘ Average zap size ‘ Relays receiving zaps ‘

Value

305,427,302 sats Approximately 1,207 . 150,000 sats (approx
222508 (approx 137,000 USD) sats (approx 0.55 USD) <15 [Rereantt S e 67 USD)

Key Insight: Each zap creates a public signal that benefits other users by revealing valuable
content, creating a positive externality that is not captured in the transaction itself.

10.3 Negative Externalities: Protocol Costs
10.3.1 Network Spam

Spam is a classic negative externality: the spammer imposes costs on relay operators and
other users without bearing the full cost themselves.

Spam Externality

Relay Storage Costs
Relay Shutdown or Paid
Higher Relay Costs Y Shutdown or Fat
Access

‘ Spammer }—»{ Low-cost Event Creation }——{ Bandwidth Costs

\ User Attention Costs }—b{ Lower User Experience

Reduced Network Value

Countermeasures and Their Costs:

Countermeasure
Proof-of-Work Payment Requirements Rate Limiting Reputation Authentication
NIP
NIP-13 NIP-11 NIP-11 NIP-85 NIP-42
Mechanism
Computational cost per Financial cost for

P P L. Relay policies Trusted Assertions Restrict write access

event publishing
Cost ImpQsed
Energy, time Money Access restrictions Social capital Identity exposure

Quantification of Spam Impact:



Finding

Relays receiving no zaps

Free relays cannot
cover operational costs

Relays with downtime
more than 40 Percent

Dead relays identified

64 Percent

95 Percent

Value

20 Percent

132

Meaning

Subsidized by operators

Unsustainable without
donations

Availability risk

Failure during
measurement period

Key Insight: Spam accelerates relay failure by increasing costs without increasing revenue,

contributing to the 132 dead relays observed in the empirical data.

10.3.2 Bandwidth Bloat

The replication strategy that enables censorship resistance also creates bandwidth bloat:

Post Created

Replicated to 34.6
Relays Average

Replication Overhead

Storage Overhead

Bandwidth Overhead

Client Retrieval from
Multiple Relays

98.2 Percent Redundant Wasted Bandwidth

Quantification of Bandwidth Bloat:

‘ Posts analyzed ‘ ‘ Post replications ‘

Metric

Average replications

Posts replicated across

Posts replicated across

Redundant retrievals

per post more than 14 relays
Value
‘ 17.8 million ‘ ‘ 616 million ‘ 34.6 50 Percent 98.2 Percent

Potential Reduction:




Cap (N) Replications

N = 20 N =10

Replications Eliminated

380 million 480 million

Percentage

61.7 Percent 77.9 Percent

Key Insight: The current level of replication is excessive, imposing a negative externality on
relay operators who bear the storage and bandwidth costs without corresponding

compensation.
10.3.3 Relay Sustainability as a Negative Externality

The lack of sustainable funding for relays creates a negative externality where users benefit
from relay services without contributing to their costs.

Relay Sustainability

Externality
Reduced Network
No- Relay Shutdown UCE_ ‘e‘wo Lower Value to All Users
Availability
fes: Continued Service

Relay Sustainable?

Users Free Relay Usage Relay Operator Bears
Cost

Quantification of Relay Economics:

Metric

Free relays receiving Free relays covering Paid relays covering

Free relays Paid relays
zaps costs costs

Value

625 87 36 Percent 5 Percent Most medium-scale




Key Insight: The free-rider problem in relay operation is a classic negative externality. Users
who do not pay for relay services still benefit from them, and when relays shut down due to
lack of funding, all users suffer.

10.4 Quantifying Net Externalities
10.4.1 Positive Externality Valuation

To quantify positive externalities, we can estimate the value of censorship resistance and
network effects:

Positive Externality

AWZEN FIFEN SPENY

Censorship Resistance

Value of Free Speech

A

Network Effects > Value of Connections \

Total Positive Externality

Content Diversity »  Value of Information —/

Direct Monetization Value of Creator Income

Estimated Values:

Externality

Censorship resistance Network effects Content diversity Creator income

Estimation Method

Willingness to pay for Metcalfe’s Law (V
< it proportional to n Value of information Direct zap revenue
uncensored speech
squared)
Value
) . 1.5M squared = 2.25 x . N Approximately 137,000
High bject High (subjective
igh {subjective) 10 to the 12 gh (subj ) USD (6 months)

10.4.2 Negative Externality Valuation



To quantify negative externalities, we can estimate the costs imposed on relay operators:

Negative Externality
AWZAN FIFEN NN
Spam Storage Costs
) , Total Negative
Bandwidth Bloat > Bandwidth Costs 9 )
Externality
Free-Riding > Relay Subsidies
Estimated Costs:
Externality
Storage costs Bandwidth costs Relay subsidies Dead relays
Estimation Method
616M replications x avg 98.2 Percent redundant 95 Percent of free 132 relays x
. . relays cannot cover
size retrievals replacement cost
costs
Value
High High High Moderate
10.4.3 Net Externality Assessment
Net Externality
Assessment
Positive Externalities Positive—»  Net Social Benefit Protocol is Valuable
Negative Externalities Negative—»{  Net Social Cost ———»  Protocol Needs Reform

Preliminary Assessment:

The empirical evidence suggests that Nostr's positive externalities (censorship resistance,
network effects, content diversity) outweigh its negative externalities (spam, bandwidth



bloat, relay unsustainability), but the negative externalities are significant enough to
threaten the long-term viability of the network.

Key Insight: The net externality is positive but fragile. Without intervention to address
negative externalities (particularly relay sustainability), the positive externalities may erode
as relays shut down.

10.5 Internalizing Externalities: Proposed Solutions
10.5.1 Storage Redundancy Reduction

The empirical study proposes limiting the maximum number of replications to reduce
bandwidth bloat:

Storage Redundancy

L AS-Based Relay Eliminate 61.7 Percent Maintain more than 99 Reduce Negative
Cap Replications at N . - - .
Selection of Replications Percent Availability Externality

Evaluation Results:

N (Relays)

Post Completeness

A A A A

99.0 Percent 99.2 Percent 99.3 Percent 99.4 Percent

! Wasted Count .

1.7 Percent 3.5 Percent 5.3 Percent 7.0 Percent

Wasted Size

v A \ 4 A

1.7 Percent 3.5 Percent 5.4 Percent 7.1 Percent

Key Insight: By retrieving from only top 5 relays, 93 Percent of duplicated retrievals can be
eliminated while maintaining 99.4 Percent post completeness, significantly reducing the



negative externality of bandwidth bloat.
10.5.2 Retrieval Traffic Reduction

The proposed retrieval optimization reduces redundant retrievals:

Retrieval Traffic

Dadiict

Client Queries Subset of Top N Relays by Post 93 Percent Reduction in 99.4 Percent Post Reduce Negative
Relays Count Redundant Retrievals Completeness Externality

10.5.3 Relay Sustainability Solutions

To address the negative externality of relay unsustainability, several approaches are

proposed:
Solution
Micropayments Paid Relays Value-Added Services Tokenization
Mechanism
Admission or Search, performance, Relay tokens or
Zaps to relays L - . .
subscription fees reliability incentives
NIP
NIP-57 NIP-11 NIP-50 Proposed
Effect
Sustainable busi
Direct funding us alne;qozdusmess Differentiation Aligned incentives

Key Insight: The lack of sustainable funding for relays is the most critical negative externality.
Without addressing it, the positive externalities of censorship resistance and network effects
may erode as relays shut down.

10.6 Comparative Analysis: Nostr vs Traditional Platforms

10.6.1 Positive Externalities Comparison

Externality

// Network effects Censors hip resistance Data portability

Creator monetization Innovat tion };\

LT

1 1 Nostr 1 1 1 Traditjpnal Platforms 1 I
‘ High (decentralized) ‘ ‘ High ‘ Full ‘ ‘ Direct (zaps) ‘ Permission less (NIPs) ‘ ‘ High (centralized) ‘ ‘ Low None Platform-controlled ‘ ‘ Platform-controlled ‘




10.6.2 Negative Externalities Comparison

Externality

Moderation costs

Legal compliance };\

/// Spam Bandwidth bloat Sustainability
i i Nostr |

|
- - R i R R )

i

o !

1 Traditional Platfogns I ]

Relay-managed ‘ Replication overhead ‘

Donation/zap-based ‘

Distributed

Platform-managed ‘ ‘ Centralized optimization Ad-based ‘ ‘ Centralized ‘ ‘ Centralized ‘

Distributed ‘

Key Insight: Nostr shifts the locus of externalities from centralized platforms to distributed

relay operators. This is both a strength (no single point of control) and a weakness

(coordination problems in internalizing externalities).

10.7 Game-Theoretic Analysis of Externalities

10.7.1 The Free-Rider Problem

Relay Operator Provides

0 Users Benefit
Service

Free-Rider Problem

Ye: Relay Sustainable
Noh-{ Relay Unsustainable }—»{ Relay Shuts Down H All Users Lose }—-{ Social Dilemma

Game-Theoretic Analysis:

Strategic Element

Dominant Strategy for
Users

Dominant Strategy for

Relay Operators

Nash Equilibrium

Solution

Value

| i Mechani ign t

L.Jse relay slerwces Shut down if costs Under-provision of relay ¢ lam?m deélgn °
without paying (free- . align incentives
. exceed revenue services )
ride) (e.g., zaps, paid relays)
10.7.2 The Spam Game

Spam Game

spert

N

Yes/—b{ Low Cost, High Reach }—-{ Relay Costs Increase }—»{

PoW, Payments, Rate
Relay Countermeasures U
Limits

No

4-{ Spam Cost Increases }—-{ Spam Reduced

Game-Theoretic Analysis:




Strategic Element

Spammer's Strategy Relay's Strategy Nash Equilibrium

Solution

Value

Spam level where
marginal benefit equals
marginal cost

Implement
countermeasures to
raise spam cost

Spam if expected
benefit greater than
expected cost

PoW (NIP-13), payments
(NIP-11), reputation
(NIP-85)

10.8 Conclusion: The Externality Balance Sheet

10.8.1 Summary of Findings

NNNNNN e e e e
[ emme | [ | [ e -

10.8.2 Net Assessment

Net Externality
Assessment

Net Social Benefit Protocol is Valuable

Positive Externalities Positive—»

Continue Development

Net Social Cost Protocol Needs Reform

Negative—»

Negative Externalities

Implement

Improvements

Key Insight: Nostr's net externality is positive but fragile. The protocol creates significant

positive externalities (censorship resistance, network effects) but also imposes significant

negative externalities (bandwidth bloat, relay unsustainability). Without addressing the

negative externalities, the positive ones may erode.

10.8.3 Policy Implications




Policy Implications

1. Storage Redundancy
Reduction:
Implement caps on
replications (N equals
10 to 20)
to reduce bandwidth
bloat by 61.7 to 77.9
Percent
while maintaining
availability

2. Retrieval
Optimization:
Query only a subset of
relays (top 5)
to reduce redundant
retrievals by 93 Percent
while maintaining 99.4
Percent completeness

3. Relay Sustainability:
Develop systemic
solutions
(micropayments,
tokenization) to
internalize the free-
rider problem

4. Spam Deterrence:
Continue to develop
and promote PoW (NIP-

13),

R SN




payments (NIP-11), and
reputation (NIP-85)
mechanisms

5. Longitudinal
Monitoring:
Continuously monitor
externality balance
as the network evolves

10.8.4 Final Thought

The externality analysis reveals a fundamental tension in Nostr's design: the same
replication strategy that enables censorship resistance (a positive externality) also creates
bandwidth bloat (a negative externality). The protocol's future depends on its ability to
internalize negative externalities without undermining the positive ones. The proposed
improvements—storage redundancy reduction, retrieval optimization, and relay
sustainability solutions—represent practical steps toward achieving this balance.

The Core Insight: Externalities are not incidental to Nostr's design; they are central to
understanding whether the protocol can sustain its positive network effects over the long
term. By quantifying both sides of the ledger, we can make informed decisions about
protocol evolution that maximize net social value.

Appendix: NIP Reference Table

NIP-85 NIP-57 NIP-50 NIP-42 NIP-13

Title: Search Capability

Title: Proof of Work ‘

e nenoion |

Title: Lightning Zaps ‘

Externality Function:
Policy advertisement,
fee transparency

Value-added relay
ssssssss

Externality Function. ‘

Document version: 1.0 | Rendered with Mermaid.js for responsive display



